Advances in P25
Standards | Interoperability | Security
RadioResource
TM

C O M M U N I C A T I O N S

Sponsored by

Educational Series

Foreword
P25’s Important Role
in Critical Communications
By Danny Ramey
With more than 2,800 systems in operation in more than 80 countries, Project 25 has become one
of the most important critical communications technologies for public-safety agencies and other critical communications
users in the United States and around the world.
Since the first P25 standards were developed more than 30 years ago, they have continued to evolve to incorporate new
technology and address the many different challenges that critical communication users face. And, it will continue to do so
thanks to the dedication of the many organizations involved in the standard. Groups such as the Project 25 Technology
Interest Group (PTIG) and the P25 Steering Committee, as well as numerous
public-safety user forums, industry vendors, manufacturers and organizations
have all played key roles in the development and success of P25 and the continued collaboration around the standard will ensure it remains relevant well
into the future.
Even as agencies begin to explore the use of broadband technologies, such
as LTE ad 5G, P25 remains an indispensable tool for critical communications.
The general consensus in the industry is that LTE is still a long way from
replacing LMR communications, if that complete transition ever happens.
Instead, it is important to leverage the benefits of LTE as a complementary
technology to LMR, while continuing to rely on the many benefits of P25.
This eBook is intended to serve as an in-depth resource on how best to
leverage P25’s benefits and capabilities, both for those agencies considering
deploying a new network, as well as those already operating P25 systems.
To ensure the most current, accurate information in this eBook, we
partnered with PTIG and the P25 Steering Committee to bring you the latest
developments in the standard, interoperability and security. Their insight and
expertise were invaluable, and because of their participation, we believe this P25
eBook is the most comprehensive and accurate resource available today.
The first few sections of the eBook detail the many benefits of P25 systems to ensure you are getting the most out of
your system. The middle sections of the book dig deeper into interoperability, testing and system security – hot topics for
today. It concludes with an examination of funding options for your P25 system, a look at several use cases for the P25
technology and an update on the status of LMR and LTE interworking.
Thank you to PTIG and the P25 Steering Committee for their assistance with the content of this eBook, and thank you to
all of our sponsors, who have made this eBook possible. Regardless of where you are with your P25 system, we hope you
find this P25 eBook to be a great resource. n
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Project 25 Overview and Benefits
The Benefits of Project 25

By Stephen Nichols
When disaster strikes, help rushes in from many directions. It comes from different people, different agencies and
different levels of government. These are the people fighting the fires, chasing down criminals and digging through rubble to
save lives. They know the danger of being isolated in an unpredictable situation. They also know what they can accomplish
when they work together in one massive, well-coordinated effort rather than dozens of individual undertakings. It is this
knowledge that created the Project 25 (P25) radio accredited technical standards for interoperability. The standard’s benefits
are unique because the same people who use the equipment and services created and continue to support P25.
Radio users around the world depend on P25-compliant equipment and services for their mission-critical communications.
The P25 standards are also adopted by many industries such as utilities, airports, transit, petroleum and chemical companies
that rely on mission-critical communications and interoperability with public-safety agencies in an emergency.
A comprehensive library of Project 25 Resources can be found at www.project25.org
The Project 25 Steering Committee has released a video highlighting the use of P25 in government and public safety. See
how P25 Systems are providing critical operable and interoperable communications in emergency situations and day to day
operations. The video can be viewed here: https://www.youtube.com/watch?v=2GTAptVOpkE

Project 25 Background

The P25 standards have a 32-year history within the public-safety community. They were established in October 1989
when the Association of Public-Safety Communications Officials (APCO), the National Association of State Technology Directors
(NASTD), the National Communication System (NCS), the National Telecommunications and Information Administration
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(NTIA) and the National Security Agency (NSA) collaborated in the creation of the APCO-NASTD-Fed Project 25 which is now
known as P25. This connection to the people on the frontlines of emergency response is still a fundamental aspect of the
technical standards and their continued development. Public-safety professionals play a critical role in the standards
development process in cooperation with the Telecommunications Industry Association (TIA). These users define and
prioritize user requirements for possible TIA/P25 standardization. Users also participate in and contribute to technical
working groups during development of the standards and specifications documents. P25 is unique because the people who
are using the radios directly contribute to new and revised standards and specifications. This ensures P25 addresses the
needs and provides the benefits for interoperable emergency communications. Some of the key benefits are addressed below.

P25: Enabling Interoperability in the US and Around the World

The P25 standards enable interoperability among multiple manufacturers’ P25 products designed to the P25 standard.
There are 38 P25 equipment manufacturers and service providers in the marketplace, offering a large portfolio of P25
solutions from which to choose. This robust competition within the P25 market space continues to drive Project 25 product
and service enhancements and innovation.
In the United States, P25 is widely adopted by local, county, tribal, state, territorial and federal agencies. There are
currently over 2,800 operational P25 systems supporting interoperable communications in the United States, Australia, New
Zealand, Canada and the United Kingdom. There are additional P25 systems operating in over 80 other nations worldwide. In
addition, in the U.S. there are 42 statewide P25 networks that offer mission-critical communications across the state and in
many cases across state boundaries with adjacent states and jurisdictions. A number of these statewide systems serve over
100,000 individual public-safety users and thousands of individual agencies across the state.
The complete list of P25 trunked and conventional systems can be found on the P25 Technology Interest Group (PTIG)
website. The list of trunked systems can be found here: http://www.project25.org/images/stories/ptig/P25_Trunking_
Systems_List_Final_REV-11b_June_2019_190610.pdf. The list of conventional systems can be found here:
http://www.project25.org/images/stories/ptig/P25_Conventional_Systems_List_Final_REV02_March_2020_200324.pdf.

Public Safety Grade Reliability and Performance

The public-safety community requires a wide variety of interoperable, standards-based communication services,
configurations and capabilities with well-defined performance, interoperability and testing specifications. This is the essence
of the P25 suite of standards as it relates to public-safety-grade communications systems.
As public safety grade, the P25 technical standards first and foremost provide a set of features, capabilities and services
required by the diverse group of public-safety users. The public-safety users have defined those requirements, features and
functions through various stakeholder working groups and forums and provided these needs to the P25 Steering Committee
to be included in the suite of approved P25 standards. The TIA TR-8, in partnership with the manufacturers and users,
develop the standards incorporating the features and specifications to be included in the TIA/P25 standards. The manufacturers
produce the necessary software and rugged hardware platforms that are thoroughly tested to ensure systems are reliant and
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resilient and the P25 features and capabilities are available even under severe conditions. As a result, P25 is widely recognized
as the reliable, de facto choice for mission-critical communications for public-safety routine operations, and for
multi-agency coordinated response during man-made and natural disasters, as well as planned events and unplanned incidents.

Sharing = Cost Savings with P25

The growth of statewide and regionwide P25 LMR networks has presented a new value proposition for many states,
counties and municipal agencies. It is now often more cost effective to join a larger P25 standards-based system than to
procure/support/maintain or upgrade an existing legacy radio solution.
Potential cost savings and cost avoidance opportunities include:
n Sharing of infrastructure equipment (capital and recurring cost savings);
n Sharing of services (site/network connectivity, equipment provisioning, support services and encryption);
n Bulk purchasing advantages; and
n Competitive equipment purchases.

P25 standards-based multivendor interoperability and the sharing of P25 resources permits multiple agencies to share
common infrastructure, and each make their own subscriber radio unit purchasing decisions.
The P25 standards are supported by the U.S. Department of Homeland Security (DHS). The Fiscal Year 2021 SAFECOM
Guidance on Emergency Communications Grants says, “Public-safety agencies continue to maintain and evolve LMR
infrastructure for mission-critical voice capabilities, including the pursuit of shared P25 radio systems and infrastructure.”
Priority 5 of the guidance specifies standards-based technology and infrastructure and says to support that priority, grant
recipients should target funding to sustain and maintain current LMR capabilities based on mission requirements and
purchase and use P25-compliant LMR equipment (see P25 Compliance Assessment Program (CAP) approved equipment
list) for mission-critical voice communications. The P25 Compliance Assessment Program (CAP) approved list provides
information on compliant equipment.
Additionally, the FCC has defined specific channels in the 700 MHz band allocation as narrowband interoperability
channels. The P25 standards embrace this allocation of dedicated narrowband interoperability channels and current P25
radio equipment operating in the 700 MHz band permits the programming of these channels to maintain interoperability.

Multiple Interfaces for Interoperability

Mature, well-defined P25 air and wireline standardized interfaces create seamless interoperability to link multiple users,
agencies and systems with local, regional, statewide and nationwide coverage, independent of manufacturer.
The P25 Common Air Interface (CAI) is the “core” of interoperability and is the most widely deployed P25 interface,
enabling interoperability between P25 radios and between P25 radios and P25 infrastructure, regardless of manufacturer.
In addition to the fixed division multiple access (FDMA) CAI, the P25 standard suite also enables interoperability for the
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time division multiple access (TDMA) CAI and wireline interfaces as part of Phase 2 of the project. The TDMA interface
provides the capability to support two simultaneous
conversations in a 12.5 kilohertz channel bandwidth.
Unlike most accredited LMR technical standards, which
focus on the over-the-air (OTA) protocols, P25 also includes a
complete suite of technical standards for its wired infrastructure. One of the most important wireline interfaces for
interoperability is the Inter-RF Subsystem Interface (ISSI).
The ISSI is used to connect P25 networks together,
independent of the manufacturer. This intersystem
connection allows users to roam from one network to
another network, have encrypted communications
across the networks, and permits roamers to talk back
to their home system. ISSI capability also supports
automatic roaming and caller ID.
The Console Subsystem Interface (CSSI)
deﬁnes a standard interface between a dispatch
console subsystem (CSS) and a P25 RF subsystem
(RFSS). This interface provides for interoperability
between multiple dispatch console vendors and
system or infrastructure manufacturers. It currently
supports trunked P25 systems, and partially supports
conventional P25 systems, with enhanced conventional
support coming in the future. Support for the CSSI is
currently available from several manufacturers.
The Fixed Station Interface (FSI) is used for
connecting conventional base stations and repeaters
to other infrastructure components, such as dispatch
console subsystems. The FSI supports both an analog
connection using two- and four-wire circuits, known
as the Analog Fixed Station Interface (AFSI) and a
digital connection known as the Digital Fixed Station
Interface (DFSI). These two modes allow the use of
legacy Ear and Mouth (E&M) and/or Tone Remote
Control (TRC) wireline control equipment with a
moderate level of control or pure IP-based equipment
with full control. The support for legacy interfaces
allows users to retain their large investment of control equipment (consoles, desktop remotes, control stations, etc.) while
providing a migration path to full digital control as their budget allows.
The DFSI supports all conventional P25 features, including group and individual calls. The AFSI supports group calls.
Both the AFSI and DFSI may be used for analog and digital (P25 CAI) mode air transmissions and also support ﬁxed station
control, which includes the ability to change the transceiver’s channel, network access code (NAC), repeat enable/disable and
encrypted/clear transmissions.
The P25 suite of standards also enables interoperability for data and secure services, including but not limited to OTA
rekeying (OTAR), that provides for key management of encrypted voice and data communications regardless of radio or key
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management facility (KMF) manufacturer. Geolocation is also available for location and mapping of public-safety personnel
and resources. Today, there are multiple P25 manufacturers offering OTAR and P25 Advanced Encryption Standard (AES)
256-bit encryption solutions.

P25 Interoperability Use Cases

The P25 ISSI permits roaming of users’ radios to other systems while maintaining home system contact. Neighboring
agencies can opt to add each other’s talkgroups to also facilitate accessibility and interoperability. P25 offers reliable
radio-to-radio direct connections that are essential for emergency communications using the P25 CAI when infrastructure is
unavailable or overwhelmed. Neighboring jurisdictions can communicate during a common incident, special event or vehicle
pursuit, and outside agencies can respond for mutual and automatic aid situations.
P25 radios can be programmed with nationwide, statewide and regionwide mutual aid talkgroups and interoperability
channels and talkgroups for use in emergency/disaster incidents and special events. These channels have been defined by
FCC and NTIA and have common channel names developed by National Public Safety Telecommunications Council (NPSTC).
Finally, the FCC requires P25 to access and operate on the dedicated 700 MHz narrowband interoperability channels.

Wide-Ranging Project 25 Benefits

First responders have expansive requirements for their communications technologies. P25 is designed to enable those
users to focus on their missions and not upon the technology itself. Following are some of P25’s key benefits.

Feature Rich Variety of P25 Call Types

A wide variety of P25 call types and features are available to each radio user traveling across the CAI, ISSI, CSI and DFSI
interfaces detailed in the last section.
These call features include:
n Group and individual calls
n Emergency calls
n Unit IDs and Geolocation
n Supplemental services (e.g. call alert, radio check, radio monitor, radio disable, status), all with and without encryption.

A complete listing of Project 25 Features and capabilities can be found in the P25 Statement of Project 25 User Needs
(SPUN): http://www.project25.org/images/stories/ptig/10-06-2020_P25-SPUN_FINAL-r1_508c.pdf.
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Geography and frequency flexibility. P25 supports a variety of system configurations including direct mode, repeated,
single-site, multisite, voting, multicast and simulcast operation addressing a wide array of unique agency coverage
requirements. This flexibility is available for both conventional and trunked applications. This variety of system configurations
allows the system developer to choose system design(s) that offer the highest performance from a cost-effective
infrastructure that best matches their specific needs and local environment. For example, P25 offers high-power operation,
allowing large geographic areas to be covered with fewer sites than other technologies, making P25 technology an
economical and efficient choice. Additionally, simulcast operation allows agencies in more urban, crowded environments to
reuse scarce frequencies and increase coverage penetration within a given area.
The P25 standards are frequency agnostic. P25 equipment is available from numerous suppliers in VHF, UHF, and 700,
800 and 900 MHz frequency bands to meet the diverse frequency requirements of agencies around the world. Consult your
local regulatory authority or frequency coordinator to determine appropriate frequency bands available in your area. The P25
standard enables multiple frequency bands to be supported on a single system, and there are numerous P25 radios available
that support multiple bands in a single radio, further enhancing interoperability.
Flexible operations support. P25 meets the wide array of needs of users ranging from local and small areas to wide-area
configurations. Both conventional and trunked operation is available in local and wide-area configurations.
Conventional operation meets the needs of agencies for cost-effective, low-density communications systems.
Conventional operation enables users to operate on fixed RF channels without the need for a control channel and trunked
features, yet the P25 standards still provide conventional users with advanced features such as caller ID and P25 AES digital
encryption. Conventional operation also allows for direct user-to-user communications where a repeater may not be available
or off-network operation is desired, such as for fireground operation or traffic control at an incident scene. Users simply
select the appropriate channel in their radios and communicate immediately with no repeater set-up time.
Trunked operation meets the needs of agencies that have a high density of users by enabling resource efficiencies. Unlike
conventional operation in which a radio channel is dedicated to a particular user group for communications, trunking
provides users access to a shared collection of radio channels. Trunked operation provides many advanced features and
functions and may be particularly attractive to agencies in communities that want to join together to form shared regional
systems.
Communications Security (COMSEC). Project 25 offers both clear and encrypted voice and data communications,
enabling a wide array of features and functionality. P25 defines secure communications for voice, data and location. P25
enables secure communications using federal government-endorsed 256-bit key AES encryption, key management and
equipment authentication.
The P25 suite of standards defines three primary security elements:
n The algorithm that encrypts the digital data stream with a randomly generated encryption key used in P25 systems.
P25 specifies 256-bit AES as the preferred encryption algorithm for systems. Consequently, the U.S. government mandates
P25 AES encryption for federal agencies and highly recommends that local, county, regional, state, tribal and territorial
agencies adopt this standard.
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n P25 link layer authentication of users and systems. The P25 standards define a challenge response system that allows
the radio system and/or subscriber radio to authenticate itself before service is granted.
n The management and distribution of encryption keys. The suite of standards defines key management protocols used
to transfer encryption keys between key management facilities (KMFs), handheld fill devices (KFDs) and radio subscriber
units. Both manual and OTAR delivery and key management are available from multiple manufacturers
A new P25 link layer encryption standard that protects control channel control messages and hides group and individual
IDs is being developed.

An Evolving Suite of Standards

P25 continues to evolve. It is a live, active technology that continues to expand with new capabilities of wireless and IP
network evolution, security upgrades and testing standards. Changes to the standard occur when new requirements are
introduced, existing requirements are modified, and new technological enhancements and innovations become available.

Current work items include:
n A link layer encryption standard. This adds an additional layer of security to the robust COMSEC standards and
capabilities in P25. It protects control messages and hides group and individual IDs.
n A revision to the Key Fill Interface specifications standard is in progress. This will enable Key Fill Device (KFD) interface
to a Key Management Facility (KMF), an Authentication Facility, and another Key Fill Device, as well as a subscriber unit
n Group regrouping for the trunking ISSI/CSSI Standard is in progress. This new standard will enable dispatch
equipment connected to trunking infrastructures via the ISSI/CSSI to control group regrouping services. Note the control
channel messaging for these services has already been standardized.
n Definition of 3GPP Mission Critical standard services interworking with TIA LMR standard services is in progress.
This document will describe interworking of features (example; group and individual calls) that are common between 3GPP
LTE standards and P25 trunking, P25 conventional and analog conventional FM LMR standards. This document will be a
basis for the modification of the ISSI, CSSI and DFSI standards to enable interface with a mission-critical LTE interworking
function (IWF).
n Creation of a high signal strength intermodulation rejection test is in progress along with the creation of performance
recommendations for high signal strength intermodulation rejection measurements. These documents are in ballot comment
resolution prior to publication approval in the context of the FDMA Air Interface. These will be used to create a revision to
the TSB-88.1-E and TSB-88.3 Wireless Communications Systems Performance in Noise and Interference-Limited Situations
documents. This can be used to measure and resolve interference issues between P25 LMR and short-tower cellular
systems at 700/800 MHz.
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Conclusion

Thus, public-safety-grade P25 equipment is the foundation of North American public-safety communications and the
cornerstone of many public-safety-grade systems around the world. P25 offers a robust push-to-talk (PTT) capability set
including group calls, individual calls, voice, data, and location, all with optional full AES end-to-end encryption and
authentication. The non-proprietary, open standard gives purchasers a wide variety of options among many vendors, which
helps ensure interoperability while providing competitive pricing. There is continuing broad support for the use of P25
standards and technology from over 2,800 individual and 42 statewide P25-compliant public-safety system operators, DHS,
SAFECOM, NPSTC, the Department of Defense (DoD), and 38 P25 commercial product manufacturers and service providers.
The P25 user-driven technology standards development approach continues to guide the decision-making process for
P25 technologists and engineers into the future. The result will be updates and improvements to existing standards and the
development of new P25 standards that result in capability and performance improvements for P25 products and services
and the public-safety users that depend on them for mission-critical communications.
More information about Project 25 can be found at www.project25.org n
Stephen (Steve) Nichols is the executive director of the Project 25 Technology Interest Group (PTIG). He has led the
organization for the last seven years. PTIG is a not-for-profit organization dedicated to the promotion and application of the
Project 25 (P25) digital radio standard for LMR technology. PTIG’s members include radio users, manufacturers and
consultants involved with the development and operation of P25 public-safety, government and critical infrastructure radio
systems. In December of 2013, Nichols retired from Thales Defense and Security, where he worked for 16 years leading
business development activities for the company’s P25 radio product lines, including the Industry’s first multiband,
multimode LMR radio. He has more than 30 years of experience in the land mobile and public-safety radio industries in
various product development, marketing, and business development positions, having worked for Thales, its predecessor
organization Racal, EFJohnson Technologies, Bendix King, Uniden, RELM and Hy-Gain Electronics. Nichols is a member of
the Association of Public-Safety Communications Officials (APCO) International, International Association of Chiefs of Police
(IACP), the International Association of Fire Chiefs (IAFC) and the Radio Club of America (RCA). He is also a previous
member of the APCO Commercial Advisory Board, a contributor to the National Public Safety Telecommunications Council
(NPSTC), and has represented numerous manufacturers at the TIA TR-8 standards meetings, as well as P25 technology
panels.
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An Overview of P25’s Status Around the World
By David Lum
The Project 25 (P25) standard is now around 26-32 years old, depending on where you start counting the beginning of
P25, and people today wonder if P25 is still relevant or not. Relevance is determined by market demand for P25 products
and systems, not by how many suppliers are in the game. In the end, it’s the end users who determine the usefulness and
applicability of the technology. To that end, it’s very safe to say that P25 has a lot of relevance and still more life in it as a
technology, despite the presence of 4G/LTE and 5G around the corner.

P25’s Continued Relevance

There are several traditional reasons why P25 remains relevant in the global marketplace today:
n High site, high power. P25 was always designed to be the same as the analog radio systems that it would replace.
So, a 100 Watt (W) digital base station would replace a 100 W analog base station. This results in approximately the same
coverage pattern, which reduces the need to build new sites when switching from analog to digital. As it turns out, many
countries around the world cannot afford to develop new RF sites, so having a digital radio system that allows for an easy
swap-out/swap-in makes it very easy to select as a replacement technology for analog radio.
n Backward compatibility with analog radios. P25 was always designed for the ease of migration from analog-todigital radios over several years, and/or for analog interoperability for those new digital end users who must still communicate with analog radios. As it turns out, many countries around the world are also cash-strapped so they need many years to
convert to digital. This capability of analog compatibility also later drove the Digital Mobile Radio (DMR) standard to aid in
the analog-to-digital migration in Europe as well. Because of this capability, this makes P25 still relevant in the world today
because there are still a lot of analog radios out there that need conversion to digital.
n Mission-critical design of the standard. P25 was always designed as a mission-critical standard from the ground
up. This drives the products and systems to become mission-critical. As it turns out, the only two mission-critical standards
in the world today are P25 and TETRA. Both are non-competing digital technologies because they both have unique technical
characteristics and features that fit into certain end-user requirements and environments. End users must understand their
constraints and define their requirements to determine which of the two mission-critical standards fits their needs. LTE with
mission-critical push to talk (MCPTT) still has not reached the level of mission-critical reliability that many missioncritical users around the world require. There are certainly uses of LTE for mission-critical data applications today, but
mission-critical voice still reigns as king.
n Easy migration into existing spectrum. Our traditional LMR bands of VHF, UHF and 800 MHz have been adopted by
many countries worldwide and are still in use today. The P25 designers sought to continue the use of the same LMR bands
so that there is the ease of migration from analog-to-digital. As it turns out again, many countries around the world still have
the same LMR and band plans that allow for the continued use of P25, as well as DMR. TETRA has different band plans.
The designers of the P25 standards were very thoughtful and forward-thinking in the construction of the specifications so
that even after 32 years P25 is useful. These designers include many of the manufacturers who contributed many years of
engineering, as well as the end users who guided the manufacturers to ensure they maximized functionality. And, given the
state of technology, P25 will continue to remain relevant into the foreseeable future.

Markets

A good indicator P25 will continue to remain relevant to the conventional critical infrastructure markets in P25 is the
economics of a high-power/high-site design. These traditional markets globally include:
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n Public safety (police/law enforcement, fire and emergency medical/ambulance services)
n Utilities (electricity, water, gas distribution, internet, telephone, etc)
n Oil and gas (production and pipeline)
n National defense (coast guard, immigration and border security, national law enforcement, customs, military, and
diplomatic security)
n Government radio networks (GRNs), which are a shared radio system for government users only, like
state/provincewide systems or countrywide systems
These markets value P25 because their applications typically require large geographical areas of coverage, where the
high-power/high-site design makes the most economic sense.
There is another advantage to P25 that is worth mentioning because it also has relevance to some of these markets. P25
supports conventional radio, allowing for lower cost site design for low-density or low-radio usage areas. For example, oil
and gas pipelines or long-haul rail can deploy a P25 conventional system along the pipeline or rail line at a much lower cost
than trunking sites. A major example of the cost effectiveness of a VHF P25 conventional radio system is in Western Australia, where mining companies use P25 onboard the train that moves iron ore from the central parts of Western Australia to
Port Hedland, a 426-kilometer railway system.
In the world today, LMR has already been deployed for many decades in analog format. With the introduction of digital
technology, countries are continuing to slowly switch over to digital. This requires a lot of time because for many countries,
the economics don’t allow them to switch over quickly. Market demand remains strong for P25 technology.

Newer Uses of P25 Technology

Despite being 32 years old, the P25 technology can still be evolved to maintain its usefulness. A few application areas that
are highly relevant today are:
n Interoperability with mobile broadband. Because P25 is a narrowband technology, it can never carry high
bandwidth messages, like video; however, it carries voice extremely well today. One of the more brilliant innovations in the
P25 world is connecting it to mobile broadband systems and making it interoperable between each other. This allows a
mobile broadband user to talk directly with a P25 user and vice versa. This improves the communications capabilities for the
entire organization. Some users can travel outside of the P25 private system coverage area and still communicate with P25
radio users. Some may wonder if this interconnection will end up killing the P25 platform because it allows users to migrate
from P25 to LTE eventually. Well, it depends. LTE today still cannot reach the same level of coverage as P25’s high-site/
high-power attribute in an affordable manner. LTE also is not yet proven to be mission-critical enough for certain applications
and users. LTE devices still cannot do radio-to-radio communications to the same level of performance as today’s P25
radios. Until LTE can do the same things that LMR can do, the mobile broadband interoperability will remain a valuable
connection for added communications capability for many organizations.
n Cybersecurity. An emerging area of critical voice communications need is for a cybersecure voice and data system.
The P25 standard today has the most robust set of data encryption and key management capabilities than any digital radio
standard today. In fact, because P25 is so robust, many critical government agencies choose P25 for their diplomatic
security, which is one of the more critical uses of radio for security in protecting a country’s leadership. For those critical
infrastructure end users who demand the very best in voice and data security, P25 is really the state of the art today in the
LMR world.
n Extension of Coverage. While interoperability with mobile broadband is a major enhancement for coverage beyond
the private LMR system’s design, additional enhancements have now been made to P25 systems that allow for connectivity
to other technologies, like Wi-Fi, satellite and high-frequency (HF) radios. P25 will still remain the centerpiece for missioncritical voice and data for reasons described above, but when the subscriber device roams outside of the P25 coverage area,
the radio will use an alternate communications medium to remain connected to their talkgroup. For example, in Australia, the
police will use their P25 system in the metropolitan areas, but when they must patrol the outback, there is no P25 coverage
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just due to economics. Instead, the P25 radio will “roam” onto a satellite system for continued P25 connectivity.

Summary

Age does not mean obsolescence in the case of P25. The P25 standards continue to be updated as markets evolve and
end-user requirements change. This keeps the P25 standard relevant in today’s global marketplace. As a digital radio
standard, it still meets a variety of end-user needs that simply cannot be met by other technology. Likewise, other digital
radio standards also have their own attributes that are unique as well, so it is incumbent on the end-user to understand their
own requirements first, then learn the various digital radio standards to see which fits best into their application.
The good news for P25 in the global marketplace is that this LMR technology will be here for a very long time because the
market conditions still exist that create the demand for it. n
David Lum is director, pre-sales technical support for the international region at Motorola Solutions.
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P25 Standards Applications and Interoperability
The Road Ahead for P25
By Jim Downes
Project 25 (P25) passed its 30th anniversary in 2019 and shows no sign of slowing. Public
safety’s growing use of the standard, coupled with expanding communications needs and the
industry’s ongoing development of radio functions and features none of us dreamed of in 1989,
promise to keep P25 developers busy for years to come.
We know where we have been and how we got here. What does the road ahead look like?
In the P25 world, all roads lead to resilient public-safety communications operability and interoperability. We believed in
the 1990s that interoperability was important; today we recognize it is indispensable. The almost continuous chain of events
and disasters agencies face make cooperation and coordination core operational principles at all levels of public safety.
Interoperable communications make cooperation and coordination possible, and P25 is the interoperability toolbox of choice.
So what are the trends? What does interoperability in the future look like?
Much of the work ahead lies in enhancing and refining the standard. As more and more agencies implement P25 and our
user base grows, we are getting more feedback from the field on P25 performance and discovering areas where improvements
can be made. Many users are pushing the envelope of P25 technologies and discovering the need for new features and
functions to meet the demands of more complex regional response operations.
We also see shifts in focus. While most users think of interoperability in terms of subscriber unit to subscriber unit, the
need for system-to-system interoperability is becoming more urgent. The ability of the Inter-RF Subsystem Interface (ISSI)
and the Console Subsystem Interface (CSSI) to link agency, jurisdictional and regional radio systems and provide seamless
roaming capabilities while preserving each agency’s control of its own system is proving invaluable and cost-effective.
As in other sectors of government and society, cybersecurity is rising to the top of many public-safety agencies’ priorities.
Guarding communications infrastructure against hackers and ransomware attacks is essential. So is communications
security, the protection of sensitive information, voice communications and data traffic, especially within law enforcement. In
this regard, encryption is our best defense, and P25 offers agencies the capacity and technical guidance to implement sound
encryption strategies.
Many pundits speculate about the future of P25 in light of the emergence of advanced technologies. Few in the public
sector believe broadband technologies will displace LMR radios and P25 anytime in the foreseeable future. On the contrary,
most knowledgeable communications practitioners foresee the two technologies merging, each contributing its strengths
and primary capabilities to a new generation of devices. As an interim step toward that vision, P25 developers are exploring
advanced methods for interconnecting today’s radio and LTE systems, ensuring both reliable one-to-many voice communications and access to messaging services and high-speed data resources.
The path forward isn’t set in stone, but we can see many of the challenges ahead, and there are enough road signs and
direction arrows to give us confidence we’re on the right track. And there is no end in sight. As long as technologies advance
and the requirements of public safety expand, there will always be a role for continual improvement, fresh ideas, unexpected
innovations, and hard work in the service of our communities. n
Jim Downes is the chair of the Project 25 (P25) Steering Committee. He has been involved in P25 standards activity since
1993. He was assigned to the Department of Homeland Security (DHS) in 2003 and is currently assigned to the Cybersecurity
and Infrastructure Security Agency (CISA) in the emergency communications division. He is currently the chief of the federal
and international emergency communications branch, primarily focused on emergency communications supporting the
public-safety community. He has worked for more than 45 years in wireless communications, primarily in the public-safety
and federal law enforcement areas. He managed the Federal Partnership for Interoperable Communications (FPIC), which
involves a number of federal user agencies in addition to state and local participants striving to improve interoperability at
all levels of government, for more than 15 years. He also represents DHS – CISA and the FPIC, as a voting member, in the
Telecommunications Industry Association (TIA) TR-8 standards development activities and previously served as the Chair of
the Project 25 Technology Interest Group (PTIG) for more than four years.
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How the P25 Standards are Organized to
Support Standards-Based Interoperability

This P25 system model document
was created using excerpts taken
directly from the Statement of Project
25 (P25) User Needs (SPUN). The
SPUN was developed by the Project 25
Steering Committee with support from
the Cybersecurity and Infrastructure
Security Agency (CISA). It provides
LMR users with an overview of P25
standards and a framework for
identifying and deﬁning their
communications needs.
The P25 Steering Committee is
composed of representatives from
the Association of Public-Safety
Communications Ofﬁcials International
(APCO), the National Association of
State Technology Directors (NASTD),
and federal and other public-safety
user agencies. The committee provides
user input that guides the P25
standards development process and holds ﬁnal approval authority over all P25 standards.
CISA partners with industry and government to understand and manage risk to our nation’s critical infrastructure. The
agency conducts extensive nationwide programs in support of the ability of emergency responders and other government
ofﬁcials to communicate effectively during interjurisdictional incidents. In that capacity, CISA provides technical and
administrative support to the steering committee.
Essential to the development of the SPUN document was the participation of the Telecommunications Industry
Association’s P25 Engineering Committee (TIA TR-8), which formulates and maintains standards for private radio
communications systems and equipment. TR-8 addresses technical matters ranging from deﬁnitions and interoperability
speciﬁcations to compatibility and compliance requirements.
Find the full SPUN document here:
https://www.cisa.gov/sites/default/files/publications/10-06-2020_P25-SPUN_FINAL-r1_508c.pdf
The general concept of a P25 system, both conventional and trunked, relies on open system interfaces and standardized
features, functions and services that enable interoperation among compatible hardware and software products from
P25 suppliers. Figure 1 represents a “general system model” that includes components and interfaces often found within
a P25 system.
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Figure 1 – P25 System Model

At its core, the P25 standards suite focuses on interfaces and standardized sets of formats, messages, protocols, and
procedures that ensure voice and data messages are sent and received in a standardized manner. This interface-focused
approach identiﬁes select reference points (i.e., interfaces) at which disparate manufacturers’ systems and user equipment
can exchange information. To date, P25 has deﬁned eight such interfaces, with the Common Air Interface (CAI) as the most
important and widely adopted interface. In addition to interfaces, P25 also deﬁnes multiple services and features and their
applicability to each interface.
In Figure 1, each RF subsystem (RFSS) represents an infrastructure component comprised of any collection of site
equipment across one or multiple RF sites. Each RFSS can be considered a “black box” supporting the CAI and all necessary
logic control for establishing, processing, and terminating calls. Modern P25 systems also provide limited data functions
using CAI and standard IP data formats. The RFSS is bound by standardized and open interfaces that enable control
messages and protocols to pass voice and data trafﬁc to other RFSS(s), console subsystems and connected networks. P25
standards do not dictate design and conﬁguration options within each RFSS; manufacturers have ample opportunities to
innovate and differentiate their product offerings within their speciﬁc subsystems.
RFSSs serve as modular building blocks for wide-area networks. This approach provides end users the ﬂexibility to use
different system architectures and conﬁgurations, subscriber units (SU), and consoles while still maintaining P25 compliance.

Section 1: P25 Features, Functions and Services

To “standardize” a feature, the P25 standards body (TIA TR-8) must deﬁne and approve a set of messaging procedures,
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protocols and technical speciﬁcations for the new feature and amend other impacted functions or services to ensure
continued operability of all P25 features. TIA TR-8 also develops testing speciﬁcations and recommendations designed to
verify manufacturer implementations of each feature or service. For example, services such as over-the-air rekeying (OTAR),
link layer encryption (LLE), and P25 location services required the creation and revision of multiple standards documents.
This level of documentation enables standards-based interoperability of features regardless of manufacturer, assuming those
features are implemented according to the standard. This process generally ensures the capabilities of each P25 interface
and service increases with each new release of the applicable standard. As technology and user needs evolve, TIA TR-8
continues to maintain and update the entire P25 Standards suite.
P25 is a voluntary standard that provides a well-deﬁned path to standards-based interoperability. This means that P25
does not mandate or guarantee the inclusion of all standardized features, functions, and services in every system. What is
incorporated into a system is left to the discretion of the manufacturers and the public-safety community. Manufacturers
typically include a subset of P25-standardized features, functions, and services as a baseline6 for system functionality and
offer others as options. Similarly, P25 does not preclude the inclusion of services or features not explicitly deﬁned within the
P25 Standards but does offer some provisions for the implementation of proprietary features.
Because P25 is built upon ﬂexibility and customization, there is no one-size-ﬁts-all P25 system. Features, functions and
services available on a trunked system differ from those available on a conventional system, which is explained in more
detail in Section 2. Factors such as system conﬁguration, air interface type (frequency-division multiple access (TDMA)
versus time-division multiple access (TDMA)), manufacturer implementations, and interoperability also can impact
availability and operability of P25 features, functions and services. So it is important to know what features are available for
a given system conﬁguration and if they are implemented according to P25 Standards.

Voice Services

The preeminent service provided by P25 is the transfer of voice (i.e., telecommunications) trafﬁc and associated user
information from one user to another user or group of users. Both P25 users and the P25 standards have clearly deﬁned
voice service needs for both conventional and trunking operations.
Common voice services include the ability to perform:
n Group voice calls using talkgroups in trunking and user-selected voice channels in conventional systems
n Individual voice calls or unit-to-unit calls
n Emergency group calls, and
n Broadcast voice calls to select groups of users, or all users, on a system.
The P25 standards deﬁne how these calls are handled by the system, depending on whether the call is group or
individual; emergency, priority (trunking only) or pre-emption (trunking only); addressed or unaddressed (conventional
only); message or transmission trunked (trunking), repeater hang-time (conventional); and encrypted or unencrypted.
To use voice services over system infrastructure, a subscriber unit (SU) must interact with system resources to
streamline the transmission and reception of P25 voice calls. In conventional systems, features such as busy channel
lockout, monitoring and squelch control (e.g., normal squelch, selective squelch) enable the SU to transmit and receive
over the desired channel(s). In trunking systems, the trunking controller facilitates system resources, unit registration
(full registration or location registration), talkgroup afﬁliation and other mobility management functions needed to establish
voice calls.

Data Services

Data services require different messaging protocols and procedures than those used in voice services. P25 supports
packet data, which breaks data messages into error coded packet data units (PDU) of varying lengths. PDUs are encoded
using either the IPv4 bearer or the CAI bearer, and delivery of PDUs may be conﬁrmed or unconﬁrmed.
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Packet data enables the delivery of data elements used in P25 data services such as location services and encryption key
management. Other data services, such as over-the-air programming (OTAP), leverage the same data bearers but are not explicitly deﬁned within the standards nor considered P25 services.
As technology continues to evolve, additional data capabilities may be deﬁned to leverage data packet protocols and
conﬁgurations to deliver the standard P25 datagram.

Control Data Packets and Supplementary Data Services

P25 control messages are short, standardized data packets used primarily for trunking control but also applicable to
supplementary data services used in both conventional and trunked systems. In trunked systems, the controller sends P25
control messages over the control channel(s) to track SUs, grant RF resources, establish voice and data services among
appropriate users, and enable supplementary data services.
Supplementary data services are control features that enhance or modify the traditional voice or data service.
On a trunked system, these messages are transmitted over the control channel(s). On a conventional system, they are
transmitted over trafﬁc channels using conventional control messages. P25 supplementary data services include emergency
alarm and cancel; talking party identiﬁcation; radio unit monitoring; call alerting; radio check and detach; individual and
group regrouping; status messages, updates and query; and radio inhibit/uninhibit

Location Services

P25 location services allow location service host systems (LSHS) such as mapping software to receive location
information from SUs within the P25 coverage area. Within the standards, location services are classiﬁed into two tiers:
n Tier 1 location services support a simple SU-to-SU interface appropriate for real-time ﬁeld incident applications
where the LSHS is resident on a portable device. Used only in conventional systems, Tier 1 location services send an SU’s
GPS information directly to another SU and do not provide a mechanism to route location information to a host device on a
ﬁxed network.
n Tier 2 location services support a more complex application protocol that enables an SU’s GPS location information
to be routed to a host device on a ﬁxed network. Used with both conventional and trunked systems, Tier 2 location services
enable bidirectional data exchange between SUs and the LSHS and more advanced control over when and how the SU sends
its location information.

Subscriber Management Functions

Subscriber management enables system administrators to dynamically manage and conﬁgure their radio ﬂeet.
Manufacturers have developed software tools and features to support SU conﬁguration and monitoring by elements of the
ﬁxed network equipment (i.e., infrastructure). These features are often proprietary to each speciﬁc system and are outside
the scope of P25 Standards.
Subscriber management functions often include the following:
n SU setup and tracking functions enabled by the CAI between SUs and network infrastructure
n OTAP for remote updates
n Subscriber database management tools to dynamically assign and monitor users on a system or talkgroup, and
n System status monitoring tools for the dispatcher or system administrator to track system status.

Upcoming Features and Functions

P25 systems continue to evolve to accommodate user feedback and technology advances. P25 standards under
development include:
n LLE protects control channel control messages and hides group/individual IDs.
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n LMR and LTE interworking provides standard interfaces and speciﬁcations to support LTE and LMR interconnection
and interoperability.

Section 2: P25 Infrastructure and Interfaces
General P25 System Types

Conventional. A P25 conventional system, the most basic type of P25 system, consists of P25 ﬁxed station repeaters,
also known as a base station, and other site equipment that extends the range of two or more SUs during a P25 radio call.
P25 conventional systems use 12.5 kilohertz trafﬁc channels, with each channel serving as a single talkpath capable of
supporting a single speaker at once. In a conventional system, users must manually select the speciﬁc radio channel they
want to communicate on and its operating characteristics. There are three conventional conﬁgurations:
n Direct mode: SU to SU,
n Repeat mode: SU to repeater to SU, and
n SU to console mode: SU directly to console

Figure 2 – FDMA Conventional

Access to a P25 conventional repeater is typically achieved via a network access code (NAC), which the repeater or SU
uses to authorize incoming transmissions. Conventional P25 systems use phase 1 FDMA CAI for base station-to- SU and
SU-to-SU transmissions.
Trunking. A P25 trunking system introduces several advantages over a conventional system through the addition of a
control channel and associated mobility control functions such as unit registration and group afﬁliation. Just as in a
conventional system, the ﬁxed station provides the physical communications channel, or RF resource, needed to establish a
talkpath. However, trunking infrastructure improves spectrum efﬁciency and network control by dynamically assigning RF
resources (i.e., channels) such that users can share a pool of RF channels. In a trunked system, the user selects a talkgroup
and is automatically assigned an open radio channel. A trunked system can also assign call priority or pre-empt (override)
calls in progress based on the call type. The system infrastructure manages this automated process using control logic
transmitted over either a dedicated control channel (always active) or composite control channels (channel can be used for
control or voice, but not at the same time). The trunking controller may be centralized at the core, decentralized at the RF
sites, or both, depending on the manufacturer. Radio access schemes, vocoder rates, and different modulation techniques
account for the main differences between P25 Phase 1 (conventional and trunking) and Phase 2 (trunking only) systems that
allow Phase 2 trunking to more effectively use RF resources.
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P25 Phase 1 offers trunking features through the FDMA CAI, FDMA trunking procedures and FDMA control channels.
Phase 1 uses 12.5 kHz traffic and control channels to carry voice or data at a full rate of 9600 bits per second (bps).
P25 Phase 2 trunking provides users with similar features as P25 Phase 1 trunking, but uses TDMA, CAI, TDMA

Figure 3 – FDMA Trunking

procedures (TDMA is trunking only) and FMDA control channels. Using timed data packets, the system can support
two separate conversations near-simultaneously on a single 12.5 kHz channel. This results in an effective channel
bandwidth of 6.25 kHz per conversation and voice or data rates of 3,800 bits per second bps. TDMA allows a system
to support the same amount of traffic with fewer fixed stations (and physical channels) than would be required on a
Phase 1 trunked
TIA TR-8 has developed specifications for the TDMA control channel, so they may become available in the future system.
Data channels are currently defined only for FDMA. FDMA and TDMA control channels support the same features and
services; FDMA and TDMA voice channels also support the same features and services.

Figure 4 – TDMA Trunking
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Figure 5 – Phase 1 and Phase 2 Comparison

Note: P25 is a digital radio standard and P25 systems operate in digital mode; however, to maintain compatibility
with analog operations and provide options for gradual transition, some P25 fixed stations can also operate in analog
conventional mode in compliance with TIA/Electronic Industries Alliance (EIA) 603. While proprietary solutions exist in
the marketplace, the P25 Conventional Fixed Station Interface (CFSI) is the standardized wireline interface between
analog fixed stations and their host on the P25 system core. Either the Analog Fixed Station Interface (AFSI) or Digital
Fixed Station Interface (DFSI) variant can enable compatibility with traditional analog interfaces and features supported
by the analog fixed station.

Simplex, Half-Duplex, and Full-Duplex Operations

P25 SUs and some P25 base stations may operate in simplex mode, where they can only transmit or receive on a single
frequency (i.e., one direction only) in a conventional setup, or half-duplex, where they can transmit and receive on separate
frequencies, but not at the same time. P25 repeaters operate in full-duplex, where they are can receive and transmit
simultaneously.
Wide Area Networks. Conventional P25 systems range from a single repeater to a system of systems with hundreds
of repeater sites, each with multiple repeaters (i.e., multiple traffic channels) and other fixed network equipment (FNE)
connected via IP backhaul and standardized interfaces. Similarly, trunked P25 systems range from a single trunking site to
a complex network of repeater sites, FNE, standardized interfaces, and IP backhaul to support wide area network
configurations.
Examples of FNE include:
n P25 repeaters and base stations
n Routers and switches
n Antennas and RF processing equipment (i.e., RF chain for processing transmit and receive signals)
n Fixed terminals (network computers)
n Site alarms and heating, ventilation, and air conditioning
n Data/voice backhaul equipment interfaces, and
n Customer system and subscriber database interfaces.
If the P25 system or RFSS contains multiple base stations/RF sites, dispatch centers and other FNE, a wide-area
backhaul network (shown as an IP network) is used to connect all system nodes.
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Figure 6 – Wide Area P25 Network with IP Backhaul

Coverage Configurations

Although not covered in the P25 standards, simulcast, multicast and voting have been widely adopted by P25
manufacturers to provide wide-area P25 coverage using available and often limited RF frequencies. These wide-area
networks involve a collection of sites using common frequencies that together form an RF subsystem.
Simulcast. Simulcast is a RF coverage configuration used to maximize outbound repeater coverage area in P25
systems. Simulcast systems broadcast multiple near-simultaneous and time-synchronized transmissions on the same RF
channel (i.e., same frequency) across a condensed area while limiting interference through advanced timing equipment.
Simulcast allows a user to reuse assigned frequencies in a specific geographic area, thereby helping to reduce the overall
frequency/channel licensing requirements. Simulcast also provides greater in-building penetration in areas where in-building
coverage is a concern. Not every user would benefit from a simulcast configuration. Costs of equipment versus available
spectrum licenses in the user’s area need to be considered.
Multicast. Multicast functions by making simultaneous
Figure 7 – Simulcast Layout
transmissions at multiple sites using different RF channels
(i.e., different frequencies). Frequencies can be reused, but this
arrangement requires that the same frequency is never used in
adjacent sites, thus eliminating co-channel interference from multiple
sites at the cost of requiring additional frequencies and users to
change channels as they move between sites.

Figure 8 – Multicast Layout

Voting. Voting is used to maximize inbound RF
signals received by base station repeaters. Voting
systems identify the strongest RF transmissions
received from several locations/resources and
pass the highest-quality audio to the system
for use and rebroadcast. This is achieved via
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advanced voting receiving equipment, which uses received signal strength indication and bit error rate to determine which
audio source should be selected. Voting configurations differ from system to system and may include remote voting sites to
extend operational range. Remote voting sites are typically used in areas lacking inbound coverage (e.g., in certain types of
buildings) or in other applications where the outbound transmission can be “heard” by a subscriber but the inbound
transmission quality is variable.

Figure 9 – Simulcast Voting Example. In this diagram, signals received
at multiple sites are sent to the control equipment, where a voting
comparator chooses the best signal to rebroadcast across the system.

In practice, outbound coverage techniques such as simulcast or multicast are used with inbound techniques such as
voting to provide the required level of mobile and portable coverage. Individual sites are then selected and configured to
account for coverage needs, available frequencies, and interference considerations. It should be noted that simulcast
systems always include voting, but voting may be used without simulcast.
Note: The P25 standards do not cover site design, site hardening and backhaul selection nor do they dictate decisions
on simulcast, multicast, voting or other coverage configurations. Descriptions of these concepts are provided solely for
awareness.

P25 Network Control Elements

Network control elements are used to manage SU movement and voice and data traffic flow across the network.
While conventional systems only use traffic channels, trunked systems rely on control channels, control channel data
packets (i.e., link layer), and complex system intelligence within the trunking controller to manage functions such as:
n Automatic and manual authentication between SUs and FNE
n Subscriber roaming, including:
l Intra system (between sites with the same system ID – Trunking only),
l Inter system (between sites with the same Wide Area Communications Network (WACN) ID but different
system IDs – Trunking only),
l Inter WACN (between sites with different WACN and System IDs – Trunking only)
l Manual and automatic roaming
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n Talkgroup affiliation
n User registration and de-registration onto a system, and
n Dynamic allocation of available RF resources to support voice calls and data services.

Figure 10 – Example of logical channel assignment for conventional
and trunking systems with three RF channels (repeaters).

* Please note that two-slot TDMA trunking currently uses FDMA control channels with TDMA extensions to enable backwards
compatibility. However, a new addition to the P25 suite of standards defines a TDMA control channel (6.25 kHz) for P25
trunking operation.

Figure 11 – P25 Interfaces and Services

The P25 standards define interfaces and their corresponding protocols that enable standardized transmission of voice and
data across P25 system components. These interfaces are critical to the interoperability of key P25 features and functions.

P25 CAI – Um Interface

The Project 25 Common Air Interface (CAI) is used to describe the standard for digital voice modulation (digital audio)
and is the core element of the P25 standards. CAI standards specify the type of digital signals transmitted by compliant
radios and how those transmissions are formatted.
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Figure 12 – Common Air Interface

One radio using P25 CAI should be
able to communicate with any other P25
CAI radio or repeater/base station
regardless of manufacturer. P25 CAI uses
a standardized method for digitizing voice
called Improved Multi-Band Excitation
(IMBE). The voice encoder-decoder
(vocoder) samples the audio input at the
microphone and produces a digital stream
that represents the sound; this digital
stream is then transmitted. The receiver
sends this digital stream to the vocoder in
its radio, which is then used to produce a
synthetic equivalent (of analog audio) of
the input sound.
One item to note when discussing the P25 CAI is the difference between P25 Phase 1 and P25 Phase 2. Although the
vocoders in both Phase 1 and Phase 2 radios convert audio streams into compressed digital streams, Phase 1 operation
uses a “full rate” vocoder while Phase 2 operation uses a “half rate” vocoder. This difference allows Phase 2 radios to
operate in a TDMA environment, giving the system the ability to use a single RF resource or channel to support two voice
calls. Phase 2 radios should be backwards-compatible with Phase 1 radios or systems, but not vice versa (i.e., a Phase 1
radio would not function on a system that calls for Phase 2-only equipment or talkpaths).

P25 Fixed Station Subsystem Interface (FSSi or FSi) – Ef Interface

The P25 Fixed Station Subsystem Interface (FSSI), more commonly known as FSI, specifies a set of messages that
support voice and data services between a conventional fixed station (including repeater) and the P25 RFSS or console
subsystem. The analog and digital variants of the FSI (AFSI and DFSI) may be used to support analog and digital fixed
stations respectively. The AFSI supports conventional FM RF stations via an analog connection, and the DFSI supports P25
FDMA stations via an IP-based digital connection. Both the analog and digital versions of the FSI enable media transfer and
station control signaling for functions such as station frequency selection and station NAC selection.
The wide area network connections
Figure 13 – Inter-RF Subsystem Interface
using the Inter-RF subsystem (ISSI) may
provide an extended coverage area for
SUs that are roaming while maintaining a
level of control by the SU’s home system.
ISSI also allows SUs from disparate
systems to share common talkgroups
when not roaming. To achieve this, ISSI
supports messaging and procedures
necessary to enable multiple RFSSs to
track and locate SUs, set up and tear
down calls, and transfer voice information
to interested SUs. As the newest P25 interface, the ISSI uses Session Initiation Protocol and Real-time Transport Protocol,
two standardized and commonly used voice over IP protocols, to provide the messaging between RFSSs.

Key Management Interfaces

Key management interfaces (KMF) such as the KMF-to-KMF interface and the key fill device interface (KFI) allow for a
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standardized exchange of encryption key materials between KMFs, KFDs and SUs, regardless of manufacturer:
n The IKI enables key transfer among multiple KMFs in situations where users from disparate systems must share
encryption keys.
n The KFI currently supports KFD to SU key transfers and is being expanded to include use with KMFs.

Non-P25 Interfaces

Some non-P25 interfaces are commonly used with P25 systems to provide desired functionality or capabilities. These
interfaces use widely-accepted industry standards and are recognized by TIA TR-8. However, they are not defined or
maintained by TIA TR-8, and therefore not considered part of the P25 Standards.

Telephone Interconnect Interface – Et Interface

The Telephone Interconnect Interface (TII-Et Interface) is the interface between P25 infrastructure (i.e., RFSS) and a
public switched telephone network (PSTN). PSTN supports both analog and integrated services digital network telephone
interfaces (where still available). TII uses industry standards not defined by TIA TR-8; however, in situations where access to
cellular communications or landlines might not be available, the TII allows users to connect to the telephone network via
their P25 system and SU.

Figure 14 – Telephone Interconnect Interface

Network Management Interface – En Interface

The Network Management Interface enables all network elements of an RFSS to be integrated with the system core
infrastructure.
Network management in a P25 digital radio system has become critical to today’s advanced radio systems. Public-safety
users have been moving to a network-based platform for some time, and most current-generation P25 systems (trunking
and conventional) leverage networking advancements to better manage, control and maintain equipment. The evolution has
also facilitated advancement in software offerings from third-party vendors that can be used with a radio manufacturer’s
native, manufacturer-specific equipment.
Available network management capabilities include:
n System real time alerts/alarms from remote equipment,
n Network bandwidth monitoring systems and applications generating statistics,
n Information on system call volumes,
n Computer-aided dispatching system interfaces, and
n Inventory tracking and control of SUs.
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Packet Data Host Network Interface

The Packet Data Host Network Interface designates the point where a P25 system communicates with external data hosts
such as a location service host system (LSHS) or other fixed data networks using IPv4 connections and IP addressing.

Figure 15 – Data Network Interface

Section 3: P25 Consoles

Consoles come in several different configurations, including fixed and movable. Fixed consoles can be IP based and are
hard-wired to a fixed or central location. The movable console is commonly called a “remote console” or “tactical console.”
This configuration includes a terminal or user interface tied to an RF station or resource on the user’s P25 radio system. In
both configurations, consoles are normally managed by a central server, which provides updates and user configuration
information.
The P25 Standards cover consoles embedded in an RFSS
Figure 16 – Console Subsystem
(i.e., part of the RFSS) or consoles that are connected to an
Connected to Base Station
RFSS via the CSSI (i.e., its own subsystem). However, some
manufacturers also offer access to console resources via
proprietary IP-based connections.
Connected consoles can simultaneously monitor
numerous conventional channels and/or trunked talkgroups
and control fixed station resources at the base station.
When transmitting, consoles are granted high-priority use
of system resources. In addition to a wide range of voice
calls, consoles can use features such as:
n Individual and group regrouping,
n Call interrupt,
n Discreet listening,
n Console takeover, and
n Other supplementary data services.

Consoles can be configured as part of an RFSS, as its own console subsystem (considered its own RFSS), or a
combination of the two. Both standardized and non-standardized interfaces are used to connect consoles.

Console Subsystem Interface (CSSI) – Ec Interface

CSSI connects a console subsystem to the RFSS and is typically used for trunked P25 systems or complex conventional P25
systems. The CSSI also allows consoles from different vendors to operate on a single P25 radio system.
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Figure 17 – Console Subsystem Interface

Fixed Station Interface
(FSI) – Ef Interface

The FSI interface allows for the
control of conventional P25 base
stations and repeaters. This control
can come in the form of a digital
FSI (DFSI) or as a wireline solution
for analog RF equipment (analog
FSI, or AFSI).

Figure 18 – Fixed Station Interface

Inter-RF Subsystem
Interface (ISSI) –
G Interface

The ISSI is typically used to
allow overlapping or adjacent P25
systems to interoperate. However,
in implementation, this interface
also allows a native or embedded
console system to communicate
with another RFSS through an
ISSI connection.

Non-Standard Interfaces

In many embedded console systems, manufacturer-specific interfaces provide direct connections between samemanufacturer or licensed consoles and infrastructure equipment. Additionally, older console systems may or may not be
able to be retrofitted with software or firmware compliant with new standardized wireline interfaces such as CSSI or ISSI.
The CSSI protocol shares a significant set of protocols with the ISSI. Together with FSI, these wireline interfaces are
IP-based. In addition, the FSI has an analog variant (i.e., AFSI) that can use four-wire audio circuits (either ear and mouth
(E&M) or tone remote control (TRC).
The primary documents of the CSSI, FSI and ISSI interfaces have been published, and TIA TR-8 continues to revise the
published wireline standards documents. These revisions correct errors and provide clarifications and enhancements to the
protocol.

Section 4: Subscriber Equipment
P25 Subscriber Units

SU capabilities vary greatly depending on user needs and manufacturer offerings. Variations include:
n Conventional and/or trunked,
n Single or multiple public-safety frequency bands,
n FDMA/P25 Phase 1 and TDMA/P25 Phase 2,
n Encrypted and/or unencrypted, and
n Voice and/or data.
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Figure 19 – Subscriber Unit Overview

Many SUs support interoperability by
allowing users to switch between modes
to match system and other SUs with
which they need to interoperate.
All systems and subscriber equipment
use the P25-defined vocoder (IMBE and
AMBE+2). Furthermore, systems and
subscriber equipment intended to
support encryption use P25-defined
encryption algorithms. These are required
to facilitate mixed-mode (FDMA/TDMA)
end-to-end delivery of both unencrypted
and encrypted voice and data. Phase 1
uses full-rate vocoding; Phase 2 uses
half-rate vocoding.
Other characteristics such as form factor, durability, heat resistance and the presence of tactile buttons, while important
to the end user, are not covered in the P25 standards as to allow for innovation and competition.

Common Air Interface

Most SU features are enabled through standardized CAI (both FDMA and TDMA) messaging between the SU and system
infrastructure, or directly between SU and SU (direct mode, FDMA only). The CAI is explained in more detail in Section 2.

Mobile Data Peripheral Interface

The mobile data peripheral interface connects SUs to mobile data peripherals, such as mobile data computers (MDC)
or other IP devices. This non-P25 interface uses standard IP connections and protocols to provide mobile access to IP
data capabilities.

Digital Vehicular Repeater Systems

Among the advancements in modern P25 subscriber equipment is the ability to leverage digital vehicular repeater
systems (DVRS). These DVRS units extend the range of subscriber operations by rebroadcasting a signal from an SU and
retransmitting it over a more powerful transmitter, thereby extending the range of low-power P25 SUs.
Published P25 standards enable vehicular repeaters but do not dictate their design or capabilities. Vehicular repeaters
available in the market vary greatly, but generally allow for advanced features and functions, such as:
n Encryption pass-through,
n P25 conventional operations,
n P25 Phase 1 and 2 operations, and
n In-cabinet repeat.

P25 Compliance Assessment Program Testing

The Department of Homeland Security (DHS) voluntary P25 Compliance Assessment Program (CAP) allows
manufacturers to have their subscriber units and system infrastructure tested by DHS-certified laboratories against specific
P25 requirements such as CAI and encryption protocol compatibility. If their products meet those requirements, the
manufacturers are permitted to market them as “P25 compliant.”
As proof of compliance, manufacturers must submit summary test reports and declaration of compliance documents to
the DHS CAP team for review and acceptance. End users should carefully review P25 CAP results related to products and
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understand which P25 requirements were tested and addressed.
Many grant programs and the SAFECOM Guidance on Emergency Communications Grants requires the purchase of
P25-compliant equipment.

Additional Resources

The Project 25 Interest Group (PTIG) promotes the success of P25 and educates interested parties on the beneﬁts the
standard offers. The PTIG website features detailed information on Project 25, including white papers, standards documents,
conference presentations, and case studies. Documents used to inform the SPUN include:

n “PTIG – is P25 Public Safety Grade?” This white paper explains the different levels of compliance statements that
may be used by customers or consultants when specifying an equipment purchase or used by manufacturers promoting
equipment capabilities: http://www.project25.org/index.php/documents/p25-whitepapers
n “PTIG – Capabilities Guide, v1.7.” A guide that lists the capabilities of subscriber and infrastructure equipment
enabled by the TIA-102 series of published standards: http://www.project25.org/images/stories/ptig/docs/PTIG_P25
Capabilities_Guide_v1.7.pdf
n “P25 Statement of Requirements, 2013.” The P25 Statement of Requirements (P25 SoR) is the basis for the suite
of standards published by TIA and adopted as P25 standards. Project 25 represents a standards proﬁle for satisfying the
service, feature, and capability requirements users have for their digital narrowband private land mobile radio systems.
The SoR describes those requirements for public-safety critical communications: http://www.project25.org/index.php/
documents/suggested/241-p25-sor-published-q4-2013
n TIA website, P25 standards suite. Engineering Committee TR-8 formulates and maintains standards for private radio
communications systems and equipment for both voice and data applications. TR-8 addresses all technical matters
for systems and services, including terminology, deﬁnitions, and interoperability, compatibility, and compliance requirements
for business and industrial applications, as well as public safety (e.g., law enforcement, ﬁre service, and emergency medical
services) applications. n
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The Keys to Implementing
a Strong In-Building System
to Complement Your P25 System
By Comba Telecom
When development began on Project 25 (P25) in 1989, the goal was to achieve interoperable, standards-based,
public-safety grade communications for local, state and national mission-critical users. Today, P25-compliant systems are
being used across the U.S. and many corners of the world for both mission-critical and critical communications.
The challenge of designing a P25 network for either a growing or developed area is that there will always be construction
going on. A radio network must already consider obstacles of terrain, limits on possible radio sites and existing buildings.
With new construction such as low-e glass, thermal barriers and other energy-efficient measures that limit the transfer of
heat between inside and outside the building, radio
Building Losses Could Make
signal coverage into the building is also limited. Adding
Radios Unusable Indoors
on the responsibility to the network designer to also try
to cover the inside of buildings is a huge undertaking.
International Fire Code (IFC) Section 510 shifts the
responsibility of in-building coverage to the building
owner. However, it is important to remember that this is
not an independent fire system, it is an extension of a
city-, county-, or region-wide radio system. The largest
disconnect here is that the requirement falls under fire
code and the the authority having jurisdiction (AHJ) is
typically the fire marshal, but the frequencies being
Typical ERRC System Diagram
deployed as part of the radio network are licensed to
the FCC licensee. Proper coordination between the
FCC Licensee and the AHJ is crucial to having a
seamless network for both in-building and macro
coverage. That means proper care must be taken to
deploy the system for proper coverage requirements
while not adding noise to the network.
Deploying an in-building system will require
using a signal booster system, also known as a
bi-directional amplifier (BDA). The BDA system has
a donor antenna located on the roof of the building
with coaxial cable running to the amplifier. A series
of cables, splitters and couplers are used to
distribute the signal to antennas inside the building,
which fill in the coverage that cannot be received
from the radio sites. The image to the right shows
a typical configuration of an emergency radio
responder coverage (ERRC) system.
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While there are many components to having a well-optimized system, two of the most critical parts of successfully
deploying a BDA system are the uplink signal out of the building to the tower and the signal overlap between the macro
signal and the in-building signal.
First, let us look at what uplink signal out of the building to the tower can do to the system. In the table below, a noise
ﬂoor calculation has been done for a system that meets FCC Part 90 speciﬁcations for signal booster systems but is located
close to the donor tower, so it has a particularly good chance of increasing the noise ﬂoor of the donor site:

Table 1

In a situation like this, we can assume that the building probably has good macro coverage, as there is only 86 dB of path
loss between the donor antenna and the radio site, so the coverage footprint inside the building is probably an underground
area, the building has extremely high RF losses through the exterior walls, or most of the building is shadowed by another
building. Depending on our link budget, we can either reduce our ampliﬁer gain or add an attenuator to the output to reduce
noise at the donor site. Note that these link budgets do not consider any additional uplink gains or losses at the radio site.

Table 2

Table 3

Both measures taken here can help decrease the noise received by the donor site. It is critical that the noise at the donor
site is measured before and after turning up a BDA system, if the BDA system increases the noise ﬂoor of the donor site, it
must be turned off and recommissioned such that it does not cause any noise rise at the radio site.
As an opposite example, sometimes even going over FCC recommended limits on noise will not cause problems at the
donor site:

Table 4
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The issue with this is that although it will not cause problems at the donor site on its own, it could cause problems with
other BDA systems in the path between here and the donor site, which would have a cascaded effect and still potentially
cause issues down the line. The FCC Part 90 recommended limits are written for good reason, and a proper study should be
done any time a recommended level is exceeded.
Our second main consideration for a successfully deployed BDA system is ensuring any signal overlap that occurs is
within the tolerable range of delay spread. The chart below shows an example for P25 Phase II on signal level difference
between two signals versus relative time delay difference that can still achieve a DAQ of 3.4:

2 Signal Level Difference vs. Relative Time Delay for DAQ 3.4 (Phase II P25)

With two signals at the same signal strength received at 15 µs apart, you can still achieve a delivered audio quality (DAQ)
of 3.4. If a BDA has a group delay of 25 µs, the signal level difference must be 10 dB or more to have a DAQ of 3.4 or
greater. The more delay you have in your signal, the more dominance you will need to achieve a good DAQ.
The ﬁgure below shows the typical areas of concern for this situation. These are usually on the street level right outside
of the building, particularly in locations where antennas are located next to the exterior of the building. Additional typical
locations with concerns are open parking garages that need coverage, locations (particularly warehouses) with roll up doors,
and rooftop patio areas.
Natural barriers from the building should be used on the design
Areas of Less than 5 dB
side of an in-building network. For example, placing antennas only
near the core of the building can help minimize the bleed out of the
signal from inside the building. If critical areas that require radio
coverage are located near the exterior of the building, designing
for an appropriate output power from the antenna such that it
does not bleed out of the building while providing adequate
coverage is important.
The keys to a good in-building system to complement a P25
network come down to coordination and link budgets. Coordination
must always occur between the AHJ, radio network planner, FCC
licensee and the system integrator. Proper RF studies should
always be done to ensure the coverage will work as expected, as
well as studies of potential causes for interference, including other
in-building systems in the area. n
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Compliance and Testing
P25 Testing:
Services and Solutions
By Cheryl Giggetts and Jeremiah Knowles
We have witnessed more than 32 years of P25 standards evolution and P25 product technology improvements in the
2,800-plus P25 systems on the air today. P25 technology is now well established as a primary communications solution for
government agencies, public safety and critical infrastructure.
Testing of P25 equipment and networks has advanced along with the evolution of P25, and dramatic improvements in
P25 product and network technology testing are now available to help users in the procurement, application and
maintenance of their P25 systems.

What is P25 Compliance?

In general, P25 compliance is typically interpreted as “adherence to the P25 standard.”
The P25 standard is composed of more than 80 documents that cover multiple interfaces, services and features
associated with each interface or service. With such a quantity of material, general questions or statements about
compliance to the P25 standard are typically vague or abstracted, as it is difﬁcult to encapsulate this broad span of criterion
into general rules. Questions or statements about any level of compliance are more effectively expressed in the context of a
speciﬁc interface, in reference to a certain service or about a particular feature, many of which have been covered in detail by
published P25 standard documents.

Compliance in the Context of the Statement of Project 25 User Needs (SPUN)

The Statement of Project 25 User Needs (SPUN) document is created and maintained by the P25 Steering Committee.
Since its inception, the P25 suite of standards has been based on radio user requirements, and users remain an integral
component to the ongoing standards process.
The P25 SPUN drives P25 standard creation and content. This document contains high-level descriptions of functionality
but does not include the speciﬁcations and technical deﬁnitions sufﬁcient to enable interoperability among multiple
manufacturers. The standard documents that are developed from the P25 SPUN are intended to enable that interoperability.
While several P25 SPUN items do trace to published standards, there are a number of items which do not. Items in the P25
SPUN that do not trace to published standards are either pending standard creation or are considered system or equipment
capabilities.
For these reasons, compliance statements at this level mean the functionality described in the P25 SPUN has been implemented, but that implementation may or may not trace to published P25 standards. As a result, one manufacturer’s implementation may or may not interoperate with another manufacturer’s implementation of the same functionality.

Compliance in the Context of a Published P25 Standard Document

Compliance statements at this level mean functionality has been implemented per a P25 standard document. The P25
standard currently enables interoperable implementation of the following interfaces:
n Frequency Division Multiple Access (FDMA) Common Air Interface (CAI)
n Time Division Multiple Access (TDMA) CAI
n Data Host Network Interface
n Mobile Data Terminal Interface
n Inter Key Management Facility Interface
n Key Fill Interface
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n Inter-RF Subsystem Interface (ISSI)
n Console Subsystem Interface (CSSI)
n Conventional Fixed Station Interface
The P25 standard also identifies a telephone network interface and a network management interface. The operation of
these interfaces is defined by industry-standard documentation outside the P25 standard.
As the P25 standard consists of more than 80 individual documents, it is more accurately referred to as the P25 suite of
standards. The P25 Steering Committee determines which documents to include in the P25 suite of standards. To date, all
documents included in the P25 suite of standards have been created by and are maintained by the Telecommunication
Industry Association’s (TIA) TR-8 Mobile and Personal Private Radio Engineering Committee. These documents comprise
the TIA-102 series of standard documents.
Compliance statements in the context of a P25 interface, service or feature means that some aspect of that P25 interface,
service or feature is required or has been implemented according to the published standard. Compliance statements in the
context of a specific P25 document means that some services or features covered by that document are required or have
been implemented according to that document.

Compliance in the Context of a Published P25 Standard Test Document

Compliance statements at this level mean functionality has been implemented per a P25 standard document and has
passed P25 standard tests associated with that functionality.
The P25 suite of standards also includes three types of standard test documents:
n Performance test standards describe methods of measurement for important performance aspects of a P25
interface and recommended performance limits.
n Conformance test standards describe methods for capturing and evaluating whether standard messages defined
by the P25 standards are exchanged in the proper order and contain the proper content in the context of specific standard
features associated with a particular standard interface.
n Interoperability test standards describe the expected behavior of specific features associated with a particular
interface under specific operating conditions. This testing typically documents successful interoperability between
infrastructure and subscriber units from multiple manufacturers.

Compliance in the Context of the DHS Office of Interoperability
and Compatibility (OIC) P25 Compliance Assessment Program (CAP)

The Department of Homeland Security (DHS) OIC P25 CAP develops and manages the testing program that tests compliance
to the P25 TIA 102 suite of standards. The P25 CAP team generates testing guidance documents, such as the P25 CAP
Compliance Assessment Bulletins (CABs) and is also responsible for reviewing P25 vendors’ CAP testing data reports, then posting the approved vendor Summary Documents of Compliance (SDoCs) on the P25 CAP Grant Eligible list on the DHS website.
The P25 CAP is a voluntary program that enables suppliers to publicly attest to their products’ compliance through P25
CAP testing at DHS-recognized laboratories. It establishes requirements for lab recognition, equipment testing and test
report content for ensuring digital communications equipment has been built to comply with P25 standards.
DHS-recognized P25 CAP test laboratories must demonstrate their competence through a rigorous and objective
assessment process conducted by the approved accreditation bodies. This promotes the user community’s confidence and
acceptance of test results.
After successful testing, suppliers submit Summary Test Reports (STR) and SDoC documents to report the test results to
the P25CAP@hq.dhs.gov email. Once reviewed and if approved, the SDoCs are posted on the Approved (Grant-Eligible)
Equipment page, as allowable equipment to be purchased by federal grant programs.
This program serves to increase the public’s confidence in the performance, conformance and interoperability of P25
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equipment. For more information, contact the P25 CAP team at P25CAP@hq.dhs.gov. The Grant Eligible list of P25-compliant
equipment can be found here: https://www.dhs.gov/science-and-technology/approved-grant-eligible-equipment

Independent Test Laboratories

There are multiple independent test laboratories to perform P25 testing. In addition, a number of P25 manufacturers operate their own recognized test labs. Use of an independent lab can free up a manufacturer’s resources to perform their expertise without the cost or time to run an accredited test lab and file documents.
Independent and manufacturer labs related to the P25 CAP offer a variety of services including:
1. Analyze the features and services of the manufacturer’s product to determine which P25 CAP test cases apply.
2. Review any legacy P25 CAP document upgrades to determine test cases needed to comply with currently tested CABs.
3. Synthesize P25 CAP CAB and corresponding TIA documents into robust and manageable detailed testing reporting
templates.
4. Generate and perform individual test case procedures and record results into detailed test report (DTR) templates
for each.
5. Create draft STR and SDoC documents.
Compliance Testing, an independent lab, performs P25 ISSI/CSSI interoperability field testing for systems contemplated
by or in actual operation by public-safety agencies. Actual installed fixed network equipment (FNE) is connected and tested
via virtual private network (VPN), verifying that the Inter-RF Subsystem Interface (ISSI)/Console Subsystem Interface (CSSI)
is really working under real world operations. This testing can be used to validate a system’s compliance prior to purchase or
after installation.

P25 Test Equipment

P25 radio systems and subscriber radios require test equipment designed to be used on P25 equipment. Radio test
equipment manufacturers have developed equipment and test platforms for P25 systems and radios.

Viavi Solutions

VIAVI Solutions is a global leader in both network and service enablement and optical security performance products
and solutions. The company’s technologies contribute to the success of a wide range of customers from the world’s largest
mobile operators and governmental entities to enterprise network and application providers to contractors laying the fiber
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and building the towers that keep us connected.
These industry-leading radio test sets validate all LMR technologies worldwide, including P25 Phase 1 and Phase 2.
The product lineup hosts the largest library of OEM-approved automated test and alignment applications for multiple radio
families.
VIAVI manufactures communications test solutions for the support of P25 subscriber units and infrastructure such as the
3920B radio test platform, the 8800SX digital radio test set and the 3550R touchscreen radio test system.
The 8800SX supports all modern land mobile radio technologies. The hybrid portable test instrument is ideal for both
bench and ﬁeld use with its internal
swappable battery that has up to three hours of battery life. The 8800SX provides
fast VSWR and return loss plots for ﬁeld analysis of antennas, duplexers and
combiners. These accurate distance to fault (DTF) measurements are useful for
locating problems in cables used in vehicles and at infrastructure sites. These
features, along with advanced automated test and alignment, make the 8800SX the
most versatile radio test set on the market today.
The 3920B series analog and digital radio test
platform is the most advanced radio
test solution from VIAVI Solutions for engineering, production and ﬁeld service
applications. It features an RF signal generator phase noise speciﬁcation of -110 dBc/Hz
at 10 kHz offset. The instrument supplies a comprehensive range of general-purpose
analog measurement facilities as well as advanced digital test options. The 3920B has
the largest library of OEM-approved auto-test applications on the market. This feature
allows you to automatically test and align a radio in as little as 5 minutes. VIAVI works
directly with radio manufacturers to ensure that the auto-test applications precisely follow
the manufacturer’s test and alignment procedures.
The 3550R is a truly handheld touchscreen radio communication system tester. The
3550R takes testing to the next level with its easy-to-use, integrated test system for
complete radio receiver and transmitter performance testing, cable fault and antenna
system analysis. With its ultra-responsive resistive touchscreen, the 3550R will meet the
needs of users that require the test set to operate under all conditions, whether on the
bench or in the ﬁeld. Perfect for cold or wet weather applications, the 3550R also features
a wider operating range of -20° C to +55° C and Mil-Prf-28800F Class 2 speciﬁcation for
toughness required for extreme conditions.
The VIAVI NEON Signal Mapper automates the geo-referencing cloud
storage and 3D visualization of LMR test data for technicians who use VIAVI
test equipment to record and analyze two-way radio signals inside building and
outdoors. The process of taking indoor measurements is intuitive and easy to
setup. The NEON Signal Mapper automatically calculates the user’s location
with or without GPS, thereby eliminating manual check-ins, providing
continuous logging of data in three dimensions, including typically difﬁcult to
map stairwells, elevators, and tunnels. Coverage heat maps can be visualized
in two and three dimensions and users can easily export the signal data into iBwave for additional processing.

FREEDOM, an Astronics Company

FREEDOM, an Astronics Company, is the world’s only ﬁrm dedicated exclusively to the LMR test equipment market.
Headquartered in Kilgore, Texas, along with its engineering and manufacturing teams, every member of the team has years
of experience in the LMR test equipment business.
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FREEDOM R8100 and R8000 communications system analyzers perform comprehensive signal quality analysis for both
P25 Phase 1 and Phase 2 radios. Among the P25-speciﬁc measurements made by the R8100 and R8000 are symbol
deviation, symbol rate error and bit error rate (BER). The P25 option also performs real-time decoding of voice frames and
in P25 Trunking mode, displays Network Identiﬁers, Header Words and Link Control information.
FREEDOM analyzers generate and receive every test pattern and modulation type called out in the P25 standard. Multiple
graphical displays are available including eye diagram, distribution plot, constellation and power proﬁle. Recovered audio
can be heard with our vocoder option.
The R8000C communications system analyzer is the third generation of the
industry-standard LMR communications system analyzer ﬁrst shipped in 2009.
Weighing just 14 pounds, the R8000 is the only test set to offer complete benchtop
functionality in a portable, software-deﬁned package. Firmware upgrades are available
free for the life of the unit, so the R8000’s capabilities only expand over time. The
R8000 tests every major digital LMR protocol, is highly expandable, and boasts the
best spectral purity in the industry. In fact, its RF speciﬁcation meets or surpasses
those of instruments costing thousands of dollars more.
The R8100 communications system analyzer is the premium, ultra-portable
member of Freedom’s product family. It has all the functionality and test
capabilities of the company’s industry-standard R8000 communications system
analyzer, but also features an internal battery, premier ergonomics and suite of
advanced features that are optional on the R8000. With the R8100, there’s
absolutely no trade-off between benchtop power and total portability and the unit’s
Class 3 Mil-Spec shock and vibration rating at test to its suitability for nearly any
LMR test environment.
The R8600 radio test hub was designed to meet the demanding requirements of
RF production environments. Able to withstand 150 Watts of continuous RF power
input, the R8600 was explicitly engineered to provide a cost-effective solution for
24/7 manufacturing use. Once deployed, it requires minimal operator intervention
beyond making the physical RF connections.
The radio test hub provides reliable, easy-to-operate testing for manufacturers of
LMR radios and other RF devices. It operates without an embedded display to make
efﬁcient use of manufacturing rack space in an automatic test equipment (ATE)
environment, and features an expansive suite of scripting options including
the company’s native monitor and control (M&C) language and HP8920
emulation.
Powered by FREEDOM’s software deﬁned radio architecture, the R8600 is ideal
as both an upgrade to enable testing of modern digital radio technologies and for
the production of analog radios and RF devices. Two units can ﬁt side-by-side in
a standard 19-inch rack. The units stand less than 4 rack units (4U) high. A
backpack accessory is also available for portable use.
The R9000 communications system analyzer is the ﬁrst and only LTE-ready
test set that also supports the full range of digital and analog LMR protocols.

Valid8

Valid8’s platform delivers technology to streamline the testing process. The ISSI and CSSI interface test solution from Valid8
enables conformance or load testing of these interfaces in the P25 public-safety network.
For radio equipment providers, technology vendors and public-safety organizations that need to test the dispatch console
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and the RFSS on the ISSI and CSSI interfaces according to the TIA and CAP standards, Valid8’s P25 ISSI CSSI protocol
conformance test suites provide a convenient, cost-effective option. The ISSI and CSSI interface test solution from Valid8
enables conformance testing of these interfaces in the P25 public-safety network. This system allows the tester to come up
with pre-made test scenarios and procedures.
Among the key features of the test suite are:
n Simulation of RFSSs to test consoles and RFSSs
n Checks for power on, registration, push-to-talk (PTT) voice calls, emergency and data
n Checks of parameters in messages from DUT and ﬂag errors
n The ability to measure key performance indicators (KPIs) including the number of pass/fail results
n Support for sending invalid responses including malformed, dropped and misordered packets
n Alerts and notiﬁcations
n Simulation of denial of service (DoS) attacks (optional)
n REST application programming interface (API) controlled for automated testing
n Security and feature testing that can be performed on the ISSI and CSSI interfaces, with fully customizable message
ﬂows and content.

As with all Valid8 Products, the ISSI/CSSI tester provides alerts and notiﬁcations along with a simple, conﬁgurable user
interface, allowing the user to tailor the solution to test custom requirements or scenarios. In addition, the tester can be
deployed via virtual private network (VPN), in your lab, or at Valid8’s lab. Note: The Valid8 ISSI CSSI Conformance Tester has
not yet completed DHS P25 CAP veriﬁcation testing.

P25 Diagnostic and Coverage Test Solutions

P25 testing solutions consist of over-the-air radio diagnostics, in-building coverage testing and outdoor coverage testing.

Etherstack

Etherstack is a global radio and wireless communications technology company. Etherstack is a leading independent
specialist provider of technology from wireless protocol stacks (waveforms) for embedded hardware and SDR through to
complete IP wide-area networks and cryptographic solutions.
Etherstack has substantial Association of Public-Safety Communications Ofﬁcials (APCO) International P25 experience.
It is an active member of the TIA and APCO P25 standards development process and systematically updates its APCO P25
products in accordance with the ongoing TIA standardization process.
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Etherstack’s Off-Air Monitor snoops the inbound and outbound frequencies of an APCO P25 control, trafﬁc repeater or
direct mode channel and displays the results on the Off-Air Monitor Display Application. Inside the rack mount unit, a pair of
Off-Air Monitor Receiver devices tune to the channel selected by the user in the display application and capture messages, as
well as physical channel information such as quality metrics, to pass to the display application on a PC.
The Off-Air Monitor Display Application is responsible for interpreting and monitoring inbound and outbound messages,
for coordinating the display of these messages to the user, and for issuing control instructions to the Off-Air Monitor
Receivers. It contains substantial APCO P25 intelligence in order to parse incoming messages and display them in a
meaningful, interpreted manner.
Trafﬁc in both directions is dynamically displayed both
in raw binary and interpreted formats on the application’s
intuitive graphical user interface (GUI). All activity is also
logged in a capture ﬁle that can be saved and reloaded for
retrospective analysis. The display application can be
programmed with unit and group IDs to enable the
Off-Air Monitor to shadow the movement of a mobile between trafﬁc and control channels.
Etherstack’s Off-Air-Monitors are non-intrusive intercept tools for trunked and conventional air interface testing and
interoperability veriﬁcation, maintenance and diagnostics. A wideband receiver permits simultaneous observation of up to
four air interface links across an RF range from 1 MHz up to 2 GHz. This is ideal for investigating the relationship between
trunked control and trafﬁc channels. Captured information is interpreted and displayed in real time on an easy-to-navigate
user interface and all logged trafﬁc can also be dumped and saved for later analysis.
Etherstack’s network and mobile test systems allow veriﬁcation of advanced features in the standards against a ﬁelded,
interoperability-tested reference at both RF and baseband test points. All test systems are shipped with user documentation
and a test environment of hundreds of test scripts for fully automated simulation of a wide range of typical scenarios.

In-Building Coverage Testing

An in-building public-safety communications system ensures that radio signals are accessible in all areas of buildings,
including areas that are especially difﬁcult for RF to penetrate such as stairwells, elevators, basements, and thick-walled or
shielded areas.
First responders need a reliable, resilient, optimized wireless broadband network to carry out their mission. Not only must
they communicate instantly without interruption, but agencies must collect and ﬁlter through all the information streaming in
from the community. Interoperability among agencies and secure transmissions are critical to an effectively coordinated
response. An optimized public-safety network is needed to assure priority communications the moment they are needed.
The need for in-building wireless communications has driven efforts to develop national model codes by the National
Fire Protection Association (NFPA) and the International Code Council (ICC). Codes issued by these groups include the
National Fire Code, National Electrical Code, International Fire Code and International Building Code. Almost every city and
county in the United States subscribes to and complies with one or more of these codes. The NFPA and ICC continue to
develop national-level model codes focused on in-building public-safety communications systems. National-level model
codes should also lead to standardization of the quality of equipment and to additional qualiﬁed in-building system engineers
and installers.
A number of jurisdictions have enacted or are considering enactment of local ordinances and codes which require a
requisite level of public-safety communications reliability in building as a condition for occupancy.
The speciﬁcs of these ordinances and codes vary, but most include:
n A minimum signal strength limit and/or minimum delivered audio quality (DAQ),
n Application of the limit over a speciﬁed percentage of each ﬂoor,
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n A speciﬁc level of reliability (power backup, water protection, cable protection),
n A speciﬁed frequency band or bands for public-safety coverage,
n Testing requirements and procedures,
n Ongoing monitoring and maintenance standards,
n Provisions for penalties; and
n Provisions for waivers of the requirements.
Testing for code compliance should be undertaken by those familiar with the highly technical aspects of in-building
coverage testing and the speciﬁc local and national code requirements.

Outdoor Coverage Testing

When procuring a P25 radio system, attention is needed to ensure the infrastructure equipment (system core and radio
base stations), dispatch consoles, subscribers (mobile/portable radios and desktop console radios), and interoperability
solutions (ISSI or CFSI gateways) are tested correctly and comply with the P25 standard.
During the procurement of a P25 radio system or when upgrading a P25 system, a test plan should be developed to test
the vendor’s solution or equipment to ensure compliance to the terms of the contract and to the required P25 standards.
This testing is generally performed in several stages, which evaluate system functionality in several different scenarios.
The system hardware and software features are veriﬁed to meet the requirements of operations and performance. Subscriber equipment is tested for performance on the system installed to ensure proper operation and system interface.

P25 Consultant Support for System Testing and Maintenance

Professional communications consultants with strong P25 application and technology backgrounds are available to help
P25 users identify and deploy the testing products and services that best suit their needs. This includes testing strategies
and procedures for both P25 system procurement and ongoing system maintenance needs.
Specification development and procurement. Working with a professional communications consultant throughout the
speciﬁcation development and procurement process can ensure that your new P25 radio system will be critically tested.
When developing a speciﬁcation, a consultant can assist with writing testing and coverage requirement sections. DAQ
coverage testing is recommended for all new public-safety radio systems and is deﬁned in the TIA TSB-88 standards. The
standards provide valuable deﬁnitions that must be properly referenced to the requirements of the procuring agency.
During system procurement a public-safety communications consultant can provide a detailed review of all testing
proposed by vendors. Both the vendors proposed coverage and testing of coverage should also be critically reviewed to
ensure that all coverage requirements are met by the proposers.
Implementation oversight. Throughout the implementation of a P25 radio system there are many different stages of
testing. Typically, staging testing, ﬁeld acceptance testing, coverage acceptance testing and burn-in/operational testing will
be performed for a new P25 radio system.
During the detailed design review for a new P25 radio system, the system vendor will provide draft test plans for each of
the described testing phases. A consultant can assist with reviewing these draft test plans, identify missing tests and help
negotiate the ﬁnal test plan with the system vendor. All test plans should be ﬁnalized at least 30 days prior to the testing start
date. Extensive test plans for a larger system may require additional time.
During the staging and ﬁeld acceptance testing, a communications consultant should be on site to witness and participate
in the testing and make sure that the system vendor follows the test plans and successfully completes all tests.
Coverage test plans must be carefully constructed to ensure they accurately represent the actual coverage of the system,
the coverage requirements of the procuring agency, and that they are technically accurate and defensible should system
coverage fall short. There are multiple methods of performing coverage testing which meet these goals such as BER,
received signal strength indicator (RSSI) and DAQ. A typical P25 system is used for both talk-out and talk-in voice
communications. Therefore, DAQ is the recommended method of testing coverage.
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A recommended method of DAQ coverage testing consists of two teams (one at the dispatch console, and one in the
ﬁeld), each typically of three people. The three-person team should consist of one representative of the system vendor, one
from the system owner and an unbiased communications consultant or third party. By having three-person test teams, there
can be no “ties” in the pass/fail votes for each tested grid. The test should be conﬁgured so that the team in the ﬁeld will
drive throughout the P25 radio system service area on a route attempting to reach as many tiles as possible in the service
area. In each test tile, the ﬁeld team will make a call to the console, and the team at the console will score the tile as pass/fail
in accordance with the DAQ deﬁnitions from TIA TSB-88. The same process will be repeated for the talk-out direction
(console to ﬁeld team). After coverage testing is complete a consultant will review testing results, and conﬁrm that enough
tiles were tested to be a statistically valid test based on the TSB-88 standard.

Conclusion

Over the last 30 years, testing technology for P25 equipment and networks has advanced. It continues to advance and
evolve along with the P25 suite of standards. This article has deﬁned the multiple levels of P25 compliance. P25 standards
tests have been identiﬁed as well as their use in development of tests for the CAP testing program available through DHS. In
addition, test solutions that go beyond the P25 standards have been described.
A full range of P25 testing hardware and software products, as well as laboratory services have been described, including
P25 test equipment, network test solutions and software, over-the-air (OTA) test solutions, test laboratories and P25 consultants offering system support and maintenance.
These resources form a rich fabric of support to help P25 users in the procurement, application and maintenance of their
P25 systems. As a result, P25 continues to evolve as a primary communications solution for government agencies, public
safety and critical infrastructure. n
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A Cost-Effective IoT Test and
Measurement Approach to
Public-Safety DAS Monitoring for
Conventional Analog FM and Digital P25
By Tom McCabe
Emergency responder radio communications and distributed antenna systems (DAS) supporting those
communications are required in all new and heavily renovated buildings if the authority having jurisdiction (AHJ) deems ﬁrst
responder radio coverage is poor and unreliable.
Some jurisdictions require a public-safety DAS regardless of the radio signal penetration from the greater dispatch
network throughout the building. Proof of performance is a requirement for the building owner to receive a certiﬁcate of
occupancy. High-quality radio communications includes the radio signal level and the delivered audio quality (DAQ). This
means signals must be heard with understandable speech with little to no repetition. Flawless radio transmissions must be
provided to ﬁrst responders in general areas within a building where people usually congregate, as well as more secluded,
mission-critical locations, such as ﬁre exit stairwells and passageways, ﬁre pump rooms, and utility and mechanical areas, in
addition to locations speciﬁed by the AHJ. Section 9.6 of National Fire Protection Association (NFPA) 1221 and Section 5.10
of the International Fire Code (IFC) specify that these mission-critical areas of a building maintain 99% radio coverage.

In-Building Coverage Challenges

According to the “Fire Loss in the United States During 2019” report released by NFPA, a structural ﬁre incident occurs
roughly every 65 seconds in the United States. That’s 481,500 to 525,600 structure ﬁres in 2019 alone, resulting in $12.3
billion in property loss due to ﬁre. Between U.S. hospitals and care facilities, hotels, high-rise buildings, apartments,
industrial plants, high-rise properties and homes, ﬁreﬁghters constantly respond to building ﬁres and rely heavily on
in-building radio communications for rescuing inhabitants and ﬁreﬁghting. The reliance on portable radio communication
within a building rises exponentially.
Honeywell’s Notiﬁer division published a 2019 white paper noting that in 2017, the International Association of Fire Chiefs
(IAFC) and the Safer Buildings Coalition (SBC) surveyed ﬁrst responders about in-building radio coverage, and 56% of the
ﬁreﬁghters experienced a radio communications failure within a building. The implication is that 44% of the time within a
building, ﬁreﬁghters experienced RF signals with understandable speech with little to no repetition.
Today’s green, LEEDS-compliant, environmental and energy-efﬁcient buildings are not friendly towards radio signals.
Windows are a good example, with their metallic-based tinting ﬁlms and the laminated glass’ mineral content. Floors made
with poured concrete and steel ﬂoor deck pans typically have a metallic mesh covered by a skim coat of concrete for a
reinforced, smooth ﬁnish. Add in the exterior and interior walls with insulating material and the building quickly becomes a
shielded box.
To achieve 99% public-safety radio coverage for ﬁrst responders, emergency responder radio communications equipment
needs to be connected to a DAS. Coaxial cables will be routed through a building’s riser (i.e., the backbone) and the
ﬂoor-over-ﬂoor plenums (i.e., coverage cables terminating at DAS antennas). The risers and plenums of today’s buildings
are alive with activity. Heating, venting and air conditioning (HVAC) ductwork, ﬁre detection and suppression, high voltage,
security, IT and telecom structured cabling work enables provide many opportunities where DAS cabling might be cut or
damaged, or antennas might be disconnected, creating radio service outages on a speciﬁc ﬂoor or numerous ﬂoors within
the building’s stack.
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Performance and Reliability for the Most Critical Communications
Distress calls and emergency responder communications require network coverage and capacity for instant, consistent
and dependable connection. Microlab in-building wireless components and solutions deliver the superior performance and
exceptional reliability needed when communications simply cannot fail.

Passive Components

SMART Passives

Custom Assemblies

Dedicated line of products from
138-960MHz to cover all critical
communication bands. FirstNet
ready with Low PIM.

Monitoring structured cabling, antennas,
and components deep into a building.

Custom low loss point of interface (POI)
combining solutions for VHF and UHF are
available for indoor and outdoor applications.

www.microlabtech.com
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A Diagnostic Approach to DAS monitoring

Implementing a real-time public-safety diagnostics solution will monitor a DAS system’s cabling and antennas to ensure
system integrity and that the emergency responders’ radio system is ready for an event anywhere in a building. This
approach utilizes components with embedded internet of things (IoT) chipsets to enable RF diagnostics, control and
processing, with one unit mounted at the RF headend communicating with up to 30 specialized couplers throughout a
building’s risers and plenums. Both the headend device and specially developed couplers have the IoT engine.
Each coupler and its
active IoT diagnostic circuit
board has computer and
communications stages with
a unique identiﬁer or media
access control (MAC)
address. Connections are
made within the coupler’s
enclosure between the active
IoT board and the traditional
passive RF circuit board to
measure the forward and
reﬂected power (i.e., VSWR,
signal strength) at the coupled and throughports and
sent back to the headend
device for evaluation. Changes
from the calibrated VSWR
and power levels are an indication of a fault or change from the properly terminated 50 Ohm load of an antenna. The fault
will generate an alarm indicating a short or open circuit within the DAS. In this technique, couplers with IoT capabilities are
a direct replacement for the required tappers and couplers used in a passive DAS design and may be ordered in 6, 10, 15
and 20 dB coupled port values.
An embedded IoT diagnostic, test and measurement board is combined with a 130 – 960 MHz broadband directional
coupler within a 4-by-7 inch enclosure. Case studies prove that for an 800 MHz public-safety DAS within a 250,000-squarefoot building, a real-time DAS monitoring solution may be implemented for $0.18 to $0.20 per square foot. There will not be
an incremental labor charge with an IoT-based coupler since you are merely replacing the tappers or couplers and using
Type N connectors.
Year over year, the jurisdiction will return for walkthrough RF coverage assessments ﬂoor by ﬂoor. Users can alleviate
surprise outages, poor coverage, and speed up year-over-year jurisdictional radio/audio inspections by continuously
monitoring with an embedded, IoT-based, test and measurement system snifﬁng for catastrophic outages (e.g., short or
open circuit conditions, improperly terminated antennas, and received signal strength) at each IoT-based coupler that is a
part of the DAS in a riser or plenum. Troubleshooting is expedited and saves time and money by having the MAC address of
each specialized coupler recorded on the as-built drawings, enabling ﬁeld engineers and technicians to know where an
outage occurred.

Efficacy of Real-Time, IoT-Based DAS Diagnostics

ADRF has evaluated the capabilities of a real-time public-safety DAS performance monitoring system and proved its robustness and reliability. This real-time monitoring solution does not introduce any detrimental signal impairments such as
third-order intermodulation distortion (IMD), error vector magnitude (EVM) or bit error rate (BER). Modulation ﬁdelity is
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maintained with both analog FM or P25 digital radio transmissions. P25 was developed by the Association of Public-Safety
Communications Ofﬁcials (APCO). P25 Phase 2 has evolved into a 12.5 kilohertz, time division multiple access (TDMA)
channel with two timeslots. This is a spectrally efﬁcient radio transmission scheme where voice or data trafﬁc may be assigned
to a timeslot. P25 digital transmissions use a C4FM (continuous 4-level FM) or CQPSK (continuous quadrature phase shift
keying) modulation scheme. More and more jurisdictions are implementing P25 digital trunked radio systems between
700 and 900 MHz.

It is within the SMART Passive’s monitoring system product road map to be able to monitor hybrid ﬁber-coaxial DAS
networks. Fiber-optic extenders are used to overcome passive cabling losses from the headend deep into a campus setting,
or through rail systems and airports. After the optical to RF-electrical conversion, the signals move throughout a passive
coaxial cabling and antenna network, or the DAS.
The building should have an emergency responder radio system designed and installed to NFPA and IFC codes and the
jurisdiction’s standards. Users can ensure 99% DAS radio coverage by continuously monitoring VSWR and signal levels.
This is readily accomplished through a real-time, IoT-based test and measurement system. The radio trafﬁc must get
through, and a disaster is no time to experience outages caused by short or open circuits or disconnected antennas.
Tom McCabe is manager, business development at Wireless Telecom Group and has over 25 years of telecommunications
industry experience within cellular, LMR, DAS and public-safety markets. McCabe earned his MS at Polytechnic UniversityNYU and his BS at NYIT, and holds FCC Licenses and numerous industry certifications. Contact him at
tmccabe@wtcom.com.
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Encryption and Security
Communications Security,
Interoperability and P25
By Jim Downes
Communications security (COMSEC) is a growing discipline within the public-safety community. By
definition, COMSEC focuses on all elements of public-safety communications, from the infrastructure of voice and data
systems to subscriber units and laptops to policies and procedures governing radio traffic.
COMSEC also recognizes sensitive information needs protection, and in this regard its objectives are to:
n Secure citizens’ personally identifiable information (PII) and protected health information (PHI);
n Protect law enforcement information related to sensitive operations and investigations;
n Secure critical operational information during routine and emergency incidents;
n Protect information that could be used to threaten, injure or kill public-safety personnel;
n Anticipate technologies that could compromise the privacy, confidentiality, and authenticity of information resources.
One security technology that meets all of these objectives is encryption. The Advanced Encryption Standard (AES),
specified by the Project 25 (P25) standard, used by most U.S. federal agencies and many public-safety agencies and
recognized worldwide as the premier encryption algorithm for voice and data communications, provides unparalleled
security. Properly implemented and managed, AES is the best defense against those seeking to compromise public-safety
radio communications. The emphasis is on properly implemented and managed.
Not properly implementing and managing an encryption strategy risks not only the security of communications but also
the intended interoperability. Agencies nationwide have worked hard to achieve interoperability in-house and among mutualaid partners. Realizing they need to protect sensitive information shared during multi-jurisdictional incidents and mutual-aid
operations, many agencies are concerned that encryption could disrupt interoperability and increase costs.
One way to prevent encryption from compromising interoperability is to adopt P25 standards related to security services.
These standards cover the encryption of voice, data and signaling information; over-the-air rekeying (OTAR); and other cryptographic key management mechanisms. Another way is for agencies to work with their components and mutual-aid partners to develop shared encryption policies and procedures and establish mutual network security and encryption
management practices. For example, agencies can share encryption keys to ensure seamless interagency communication on
predetermined encrypted channels or talkgroups. Such arrangements require agency leaders to cooperatively decide on the
selection, implementation, management and governance of a uniform encryption strategy and the infrastructure to share
information securely. Personnel responsible for deploying and managing the strategy should be fully qualified and involved
in critical decisions, so agency leaders understand the value, risks, and financial and operational impacts of encryption and
are able to explain them to elected officials.
Managing encryption keys — the bits of code that enable encrypted communications — is especially important. This
includes strict policies and procedures for distributing and updating keys and ensuring that personnel immediately report the
loss of any subscriber unit containing an encryption key, so it can be deactivated immediately.
COMSEC is important. Interoperability is important. P25 provides for both and gives us the tools and technical guidance
we need to have secure interoperable communications in any situation.
The Project 25 Steering Committee has released a video describing the benefits of P25 communications security in
public-safety systems. See some of the essential things to consider when implementing P25 standards based encryption.
The video can be viewed here: https://www.youtube.com/watch?v=P1sKPEaHWUc n
Jim Downes is the chair of the Project 25 (P25) Steering Committee. He has been involved in P25 standards activity since
1993. He was assigned to the Department of Homeland Security (DHS) in 2003 and is currently assigned to the Cybersecurity
and Infrastructure Security Agency (CISA) in the emergency communications division. He is currently the chief of the federal
and international emergency communications branch, primarily focused on emergency communications supporting the
public-safety community.
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P25 Security Options
Note: This information has been adapted from the Statement of P25 User Needs.
Security services for Project 25 (P25) include the encryption of voice, data and signaling information, as well as over-theair-rekeying (OTAR) and other key management mechanisms. These services are not used by all P25 systems but should
follow deﬁned P25 standards when selected as an option to avoid interoperability challenges arising from disparate key management or encryption protocols.

Encryption and Encrypted Calls

Encryption algorithms and encryption keys are used to establish encrypted calls. Encryption is the conversion of data
into a form called a “cipher text” that cannot easily be understood by unauthorized personnel. Decryption is the process of
converting cipher text back into its original form, so it can be understood by the receiving user.
P25 encryption must use either 256-bit Advanced Encryption Standard (AES) or 256-bit Data Encryption Standard (DES)
encryption. Note that DES is an outdated encryption algorithm that is easily compromised. The National Institute of
Standards and Technology (NIST), which develops cryptographic standards and guidelines for protecting information in
federal communication systems, withdrew its approval of DES in 2005, and federal agencies are prohibited from using DES
except for interoperability with legacy systems. NIST, the Federal Partnership for Interoperable Communications (FPIC), and
the National Law Enforcement Communications Center (NLECC), which issues national interoperability encryption keys, all
strongly recommend that public-safety organizations use AES for encryption.

Key Management

Encryption keys are necessary to authenticate and establish encrypted communications and must be carefully
managed to ensure the integrity of encrypted systems. Traditional methods for updating encryption keys require
bi-directional transfer of unencrypted and encrypted key variables from the key fill device (KFD) to the equipment
containing the encryption service using a standardized messaging protocol defined by the key fill interface (KFI). Remote
key management is possible using OTAR through the key management facility (KMF) standard. For use cases requiring
encrypted interoperability between radios managed by different KMFs, the P25 inter-KMF interface (IKI) and the future
addition of KMF-to-KFD
specifications to the KFI
standard, which is currently under
development, provides options for
key transfers among KMFs and
KFDs, regardless of manufacturer.
Key considerations for
key management include KFD
interoperability with end-user
radios, a common interface
between KMFs through the use
of the IKI, the under-development
common interface between the
KFD and KMF (under development),
and a key management system
with common key management
commands, OTAR functionality
and conﬁguration options. n
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How P25 Specification
Security Updates Support
Public-Safety-Grade Communications
By Tom Senese
Strong communications security is an important attribute of P25 voice services. In many situations, protection of voice
communication confidentiality is essential to the successful outcome of a mission or to the safety of radio users. P25
security is comprised of high-grade cryptography and robust key management. Upcoming additions to the P25 standards
will enhance the interoperability and efficiency of key management operations.

Voice Encryption

In response to the need for mission-critical voice, the P25 standard defines high-grade, 256-bit encryption for digital
voice based on the Federal Information Processing Standard (FIPS) 197 Advanced Encryption Standard (AES). The AES-256
algorithm is approved for use beyond the year 2031.
P25 voice encryption is applied end-to-end between communications endpoints, whether it be a radio or console. The
encryption is unbroken on all communication paths within a radio system and between radio systems that are connected
through the P25 Inter-RF Subsystem Interface (ISSI). Each communication endpoint encrypts or decrypts digital voice. The
use of encryption service is optional with all P25 voice services, including group call, announcement call, broadcast call,
systemwide call, conventional call, individual call and telephone interconnect.

P25 voice encryption is applicable to all system configurations, including Phase 1 frequency-division multiple access
(FDMA) trunking, Phase 2 time-division multiple access (TDMA) trunking, conventional and direct mode. The P25 block
encryption protocol, normatively defined in TIA-102.AAAD-B, describes the application of AES-256 encryption to the P25
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full-rate vocoder (Phase 1 FDMA) and to the P25 half-rate vocoder (Phase 2 TDMA). Furthermore, P25 voice encryption has
no detrimental effect on audio quality and latency, and works transparently with voice priority pre-emption and late-joining
scenarios.

Key Management

The robustness of the P25 voice encryption service is dependent on the degree of protection and management of the
encryption keys. It is commonplace for P25 communications endpoints to use hardware cryptographic modules for
persistent key storage, even though the use of cryptographic modules is not required by the P25 standard.
The key management service used by P25 radio systems is over-the-air rekeying (OTAR), normatively deﬁned in
TIA-102.AACA-A. Through OTAR, P25 encryption keys are centrally managed by an application server called the key
management facility (KMF). The primary functions of the KMF are to manage the lifecycle of keys, map keys to radios and
consoles, and remotely deliver the keys to the communication endpoints using key management messages (KMMs). The
communications endpoints that a KMF manages are often called OTAR clients.
There are two general categories of keys: trafﬁc encryption key (TEK) and key encryption key (KEK). The TEK is used
for media encryption, such as voice and packet data units. The KEK is used to encrypt TEKs that are encapsulated within
key management data messages. The TEK is shared amongst all communications endpoints that are members of a
communication group. The KEK is generally unique for each communications endpoint.
P25 deployments also use a key ﬁll Device (KFD) to manually upload voice encryption keys and OTAR security objects
into the communications endpoints over a wired interface. The KFD interface is normatively deﬁned in TIA-102.AACD-A. Key
loading of TEKs based on KFD is used when communication with the KMF is not available or not desired. The OTAR security
objects consist of a KEK that is unique to the communications endpoint, a parameter for anti-replay protection and an
application identiﬁer for the KMF. A communications endpoint is not able to interact with the KMF until it is conﬁgured with
the OTAR security objects via KFD.
The OTAR protocol has built-in security for conﬁdentiality protection and message integrity. The keys being delivered in
an OTAR message are encrypted with the recipient device’s KEK based on an industry-recognized key-wrapping method. An
8-byte cypher block chaining message authentication code (CBC-MAC) is used to ensure message integrity protection of the
OTAR KMM. The body of the OTAR KMM is further encrypted with a TEK.
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Encryption and Security
Exchanging encryption keys between KMFs by use of the P25 KMF-to-KMF Interface, as normatively deﬁned in
TIA-102.BAKA, has received a lot of attention from the Federal Partnership of Interoperable Communications (FPIC), due
primarily to considerations for interoperable communications. Inter-KMF key exchange involves several use cases, perhaps
most notably for interoperable communications between agencies. FPIC is advocating the P25 LMR industry to support
TIA-102.BAKA while maintaining manufacturer-speciﬁc implementation of the KMF-to-KMF interface. A TEK that will be used
for an interoperable communications group is delivered to the KMFs of all agencies that are part of the interoperable group
through the standard inter-KMF key exchange procedure. Each agency KMF, in turn, delivers the TEK to the OTAR clients that
are under its management.
The important P25 key management interfaces and their associated normative documents are summarized in Table 1 below.

Radio Authentication

The P25 Link Layer Authentication service, normatively deﬁned in TIA-102.AACE-A, enables the trunking radio
infrastructure to validate the authenticity of a P25 radio’s subscriber unit ID (SUID). Authentication of the P25 radio prevents
against cloning of the radio’s SUID on a P25 trunking system. The authentication operation consists of a cryptographic
challenge-response exchange between the P25 radio and the authentication facility (AF). The challenge-response exchange
takes place on the trunking control channel, usually as part of unit registration. The basis of the cryptographic operation is a
secret key, K, that is shared between the P25 radio and AF.
Prior to initial operation on the system, the radio is provisioned with K through KFD upload. The same K is provisioned in
the AF. K is stored persistently within the P25 radio.

New Developments

As secure radio operations have evolved in prevalence and sophistication, more expansive key ﬁll use cases have
emerged. Etherstack, in collaboration with other vendors, is currently in the process of writing a draft update to the key ﬁll
device (KFD) interface document in order to deﬁne standards requirements for new interfaces that are associated with the
new key ﬁll use cases. The revised KFD interface document, which is expected to be published in the second half of 2021,
will deﬁne messages and procedures for the following new key ﬁll interfaces:
KFD-KMF. The KFD-KMF interface will support the use case for initializing OTAR security objects in P25 communication
endpoints. The KFD downloads the OTAR security objects for a given communication endpoint from the KMF. In a subsequent
step, the KFD connects to the P25 communications endpoint and uploads the OTAR security objects originally provided by
the KMF.

64

Advances in P25 | MissionCritical Communications I RRMediaGroup.com

This interface also supports the use case for OTAR management of P25 communication endpoints without their direct
connection to the KMF. The KFD operates as a transport medium between the KMF and the communication endpoint. The
KFD can receive KMMs destined for the communication endpoint from the KMF through the KFD-KMF interface, and it can
also send KMMs originating from the communication endpoint to the KMF over the same interface. Likewise, the KMMs can
be exchanged in both directions when the KFD connects to the P25 communication endpoint through the KFD-SU interface.
The use of interoperable procedures on this interface will allow KFD equipment from different manufacturers to be
interchangeable with KMFs. Furthermore, it will allow a security operator to centrally manage the keys of a communication
endpoint in a KMF when there is no direct connection from the KMF to that endpoint, either by design or due to temporary
loss of coverage. Without central key management under conditions of limited connectivity, the security operator may
have to enter the same information in multiple places, thus enhancing risk for misalignment between the KMF and the
communication endpoints. The KFD-KMF interface can be supported through direct or remote connection, providing for
greater ﬂexibility of deployment.
KFD-KFD. The KFD-KFD interface will support the direct exchange of keys between two KFDs. The use of this interface
allows ﬁeld personnel to directly exchange keys between KFD equipment from different manufacturers. This may be
particularly helpful when the ﬁeld personnel are from different agencies, and key exchange needed for interoperable
communication takes place when KMF connections are not available.
KFD-AF. The KDF-AF interface will support provisioning the pairing of the P25 radio identiﬁer and authentication key (K)
into the AF. The use of this interface enables remote provisioning of the AF through an interoperable procedure. In some
cases, remote provisioning will allow for improved efﬁciency of operations. Interoperable procedures will allow the use of
KFD and AF equipment from different manufacturers in a consistent manner.
The P25 security standards will continue to evolve as new, interoperable interfaces are deﬁned, and as key management
operators seek greater efﬁciencies for their operations. n
Tom Senese is a network solutions architect with Etherstack. Senese has more than 30 years of systems engineering
experience in the LMR business. He is the former chairman of the Telecommunications Industry Association (TIA) TR-8.3
Encryption Subcommittee. He has a master’s in electrical engineering from the Illinois Institute of Technology and is a
certified information systems security professional (CISSP).
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Grant Funding and Cost Savings
Funding Public-Safety
Technology Projects
By Tammie A. Wojciezak, PhD
Funding a large technology purchase for your organization can be challenging. Depending upon the size or complexity
of the capital purchase, obtaining the necessary funding can be an exercise upon itself. Not only is receiving the essential
funding for the initial purchase important, but funding for ongoing maintenance and updates must also be considered and
carefully planned. Public and government agencies have several routes to achieving successful funding, most of which are
not mutually exclusive. This article examines today’s funding landscape and provides insight into direction and avenues
of pursuit.

Funding and Lifecycle Economics

First, let’s examine the basic business economics of a large-scale purchase. For example, in public-safety communications
technology, the lifespan of the solution purchased is typically between ﬁve to 20 years. A portable or mobile radio used by a
police ofﬁcer or ﬁreﬁghter will typically last for ﬁve to 15 years before needing replacement, while a radio communications
system that covers your city or county will likely take between one to three years to deploy and then have a life well beyond
10-20 years before needing replacement. Building support for your purchase initiative requires securing funding mechanisms
that last throughout the system’s lifecycle. Creating a strategy for establishing a project cost baseline and aligning the project
funding resources are fundamentals to project success. As part of the ﬁnancial responsibilities, educate your constituents
about the project need and value in maintaining and improving your radio communications systems and the impact and
liability of failing to act in a timely manner.

Funding Options

Large scale technology purchases can be acquired through several funding mechanisms. Potential funding resources
include:
n Bonds,
n Use and user fees,
n Financing or leasing arrangements,
n Grants, and
n Coronavirus relief and recovery funds.
Bonds enable a jurisdiction to make a large purchase upfront and pay for it over the life of the system. A municipal bond
is a debt security obligation. General obligation bonds provide jurisdictions with a tool to raise money for capital improvement
projects, such as a new radio communications system. Once approved, the jurisdiction sells the bonds to fund the project.
The bond debt is typically ﬁnanced over a 15-to-20 year period and repaid through tax revenues.
Use fees are another method to raise the money needed to fund a large purchase. For example, one jurisdiction levied a
surcharge on automobile and boat registrations. In contrast, another authority imposed a hotel and tourism occupancy tax to
provide adequate funding streams. In addition, if the system is built with enough capacity and coverage to extend its use to
partners in the area, user fees can be assessed to cover the costs of the system. As another example, the costs for building
tower sites can be partially offset or defrayed through use or partnering agreements with other public or private entities,
such as water, telecommunications or power companies.
Financing or leasing arrangements are a frequently used source of funds for radio communications systems purchases.
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A jurisdiction can ﬁnance through a partner they are familiar with; commonly, the radio system manufacturer can propose a
leasing company they work with to fund communications projects. Leasing and ﬁnancing terms can be quite ﬂexible, with
the potential of six to 24 months of delay before making the ﬁrst payment and leasing/ﬁnancing terms that extend between
ﬁve to 20 years.
Grants are direct monetary assistance used for a speciﬁc project or purpose. While a few grants are annual, formulary
and direct distributed, most grants require the submittal of an application tied to the particular beneﬁt or purpose of the
grant within a speciﬁed deadline. These grants are typically open once a year so understanding the timing and availability is
critical. Radio communications speciﬁc grant programs are frequently passed through the Department of Justice (DOJ),
Federal Emergency Management Agency (FEMA), and the Department of Homeland Security (DHS). However, don’t overlook
the more non-traditional grant sources such as the transportation, agriculture, utilities and healthcare segments. In addition,
an unprecedented number of grant programs have become available as agencies and communities respond to and recover
from the coronavirus impact. The next section will discuss this evolving funding mechanism in more depth.
The most popular annual grant programs for funding radio communications and technology projects include:
n Urban Areas Security Initiative
n State Homeland Security Program
n Emergency Management Performance Grants
n Non-Proﬁt Security Grant Program
n Operation Stonegarden
n Port Security Grant Program
n Transit Security Grant Program
n Tribal Homeland Security Grant Program
n Assistance to Fireﬁghters Grant Program
n Byrne Justice Assistance Grant

Coronavirus Relief Funding

As of the writing of this article, state, local and tribal governments are facing substantial ﬁnancial strain.
Considerable coronavirus relief and recovery funds are being released into many segments of society, including states,
counties and municipalities, to aid with economic recovery. The Treasury Department is providing much needed funding to
state, local and tribal governments to enable them to continue to support the public health response and stimulate economic
recovery. These programs are on top of the traditional grant programs mentioned above that fund public safety technology
initiatives.
The American Rescue Plan (ARP), signed into law March 11, 2021, by President Biden, is directing $350 billion in funding
for state, local, territorial, and tribal governments through its State and Local Fiscal Recovery Fund Program.
This program includes:
n $195 billion for the states
n $130 billion for local governments, including counties, cities, and small local governments
n $20 billion for tribal governments
n $4.5 billion for U.S. territories

According to the U.S. Department of Treasury, “The funding will allow these governments to support vital public health
and economic responses to the pandemic, provide premium pay to essential workers, replace lost government revenue to
prevent harmful cuts to government services, and make necessary investments in water, sewer and broadband infrastructure.
Together, these uses lay the foundation for a stronger economic recovery.” Eligible governmental entities can be ready to
receive the funds by having a Data Universal Numbering System (DUNS) number and an active registration with the System
for Award Management (SAM) database at SAM.gov. Treasury will oversee and administer the payments; counties and
municipalities will receive 50% of the funds this year and the remaining 50% 12 months later.
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In addition, the ARP Coronavirus Capital Projects Fund allocates $10 billion for funding for modern technological
infrastructure and provide the ability to fund important capital projects that “directly enable work, education and health
monitoring, including remote options, in response to the public health emergency,” particularly in low-income communities
and rural areas in the United States.
The CARES Act also distributed $150 billion for the Coronavirus Relief Fund, aimed at providing payments to state, local,
territorial and tribal governments impacted by the COVID-19 pandemic.
These funds can be used to cover eligible unbudgeted expenses related to the COVID-19 response incurred between
March 1, 2020, and December 31, 2020. Eligible recipients included states, counties, municipalities, towns, townships,
villages, parishes, boroughs or other units of general government below the state level with a population that exceeds
500,000 who submitted the required certiﬁcation by April 17, 2021. Payments to tribal governments were distributed in
consultation with the Department of Indian Tribes.

Future and Pending Legislation

More funding opportunities are making their way through Congress, including the American Infrastructure Bonds (AIBs)
Act reintroduced in April by Senator Roger F. Wicker and Senator Michael Bennet. The legislation is aimed at boosting and
expanding options or infrastructure investments and other vital projects. This act would provide a path for states and local
governments to issue taxable bonds for critical capital infrastructure projects.
Under local decision-making authority, bonds could be issued for projects that best serve the local population or speciﬁc
needs in the community destined to make the local communities more disaster resilient for the future. This new class of
direct-pay taxable municipal bonds would increase renewal and buildout of infrastructure. The AIBs are modeled after the
2008 ﬁnancial crisis investment bonds, which were called Build America Bonds (BABs).
Any public expenditure that would otherwise be eligible to be funded by tax-exempt bonds would qualify and support a
wide range of infrastructure, including technology. The AIBs would be exempt from sequestration and would be available for
additional projects in addition to much-needed capital improvements.
According to Senator Wicker, ”AIBs could be used for any expenditure that is eligible to be ﬁnanced with tax-exempt
bonds, including roads, bridges, tunnels, canals, ports, water systems, sewage treatment facilities, storm water management
systems, pipelines, utility system expansions and environmental and safety upgrades, long-term natural gas supplies for
municipal utility gas distribution systems and electric generation facilities, long-term supplies of electricity for municipal
electric utility systems including renewable energy projects, broadband and other telecommunications systems, rail facilities,
subways, and others.” Most importantly, the AIBs would attract premium top tier investors to rural areas, where much
needed infrastructure improvements are needed.
Funding much needed public-safety technology projects can be challenging, but it is possible. First, gather a conceptual
project design and budgetary costs. Then, research your available funding options and develop a ﬂexible funding strategy.
Several routes of funding that can be used together to create a cohesive and executable strategy for technological modernization
and improvement exist. n
Dr. Tammie A. Wojcieszak holds a doctorate in public policy and administration with an emphasis in homeland security.
She is an active lecturer and serves as vice president of strategic systems sales for the western region at EFJohnson, a
JVCKENWOOD company.
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The Cost-Savings Opportunities
of P25 System Sharing
By Dominick Arcuri
The growth of statewide and regionwide Project 25 (P25) LMR networks has presented a new value proposition for many
counties and municipal agencies. It is now often more cost effective to join the larger P25 standards-based system than to
procure, support, maintain or upgrade an existing legacy radio solution.
Potential cost saving opportunities include:
n Sharing of infrastructure equipment for capital and recurring cost savings;
n Sharing of services including site/network connectivity, equipment provisioning, support services and encryption;
n Bulk purchasing advantages; and
n Competitive equipment purchases.

P25 Background

The Telecommunications Industry Association (TIA) 102 suite of accredited technical standards, commonly known as
P25, has been the preferred LMR digital standard for public-safety agencies throughout North America and other parts of
the world for more than a decade. The benefits of P25 are numerous, including the key benefits shown in the figure below.

In addition to these benefits, adoption of P25 can also result in significant cost savings to an agency or to a group of
regional partners. The P25 architecture offers a wide variety of ways and system levels to implement the technology as it is
capable of scaling from simple single-site systems to large statewide and provincewide networks. A high-level diagram of a
network to support multiple agencies is shown below.
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In any of these configurations, P25
systems are capable of supporting
multiple agencies. A recent inventory of
the states identified a total of 42 that
currently operate broad statewide P25
networks. In addition to these P25
statewide networks, many large
multijurisdictional regional networks
also exist throughout the country and
within North America.

Equipment Sharing

Numerous examples of equipment
sharing of interoperable P25 systems
exist throughout the country.
Small town jurisdiction. In one
northeastern state, a town compared
replacing its existing stand-alone
system with partnering with the state
and sharing common infrastructure.
Since there was already some existing
coverage in the town, the additional
equipment needed to meet the town’s
coverage requirements was minimal. As
a result, the town saved in excess of $3
million by joining the state system.
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Their new coverage eliminated a historical coverage dead zone in the local area and provided the town
with new statewide coverage and interoperability with the state police.
There are numerous additional statewide P25 systems that effectively take advantage of the modular nature of P25 networks. Multiple state systems use the equipment-sharing approach to
connect individual sites and countywide simulcast cells all with a common core network.
Statewide P25 system with multitier options. One midwestern state that has used this concept very effectively has
established multiple tier structures for its partners. One tier allows a partner to build out the infrastructure it requires for
local coverage and then turn over the ownership, management and maintenance of the infrastructure to the state.
With this approach, the local entity derives the following cost savings benefits:
n Capital cost savings in excess of $1 million resulting from the sharing of the core infrastructure
n Significant cost savings due to the avoidance of annual recurring vendor software, upgrades and maintenance fees
n Up to 50% of the capital investment credited toward monthly subscriber user fees
Another partner tier option in this same state allows a local entity to, again, build out the infrastructure it requires for local
coverage but maintain ownership, management and maintenance of their purchased infrastructure. A local entity utilizing this
option also agrees to take responsibility for any existing state assets within their jurisdiction.
With this approach, the local entity derives similar cost-saving benefits as described above:
n Capital cost savings in excess of $1 million resulting from the sharing of the infrastructure core
n Annual recurring cost savings due to the sharing of the infrastructure core
n No monthly subscriber fees for local operation
In addition to the cost savings, each of these partner scenarios also provide the following operational benefits:
n Enhanced local coverage, not only from the system they designed and deployed but also coverage from their
neighboring entities,
n Statewide roaming coverage
n The flexibility to purchase the P25 radios that best meet their needs and budget from multiple vendors
Statewide P25 system. Another midwestern state uses a similar approach to partner with numerous local agencies and
effectively use the common coverage and equipment-sharing approach. This state has been able to eliminate monthly
subscriber fees, which has encouraged more agencies to partner with the state. In this state, local agencies that partner with
the state and join the statewide P25 system also derive similar cost-saving benefits such as:
n Capital cost savings in excess of $1 million, resulting from the sharing of the infrastructure core,
n Annual recurring cost savings due to the sharing of the infrastructure core,
n No monthly subscriber fees, and
n Significantly reduced infrastructure maintenance costs when compared to a stand- alone system.
Canada provincewide P25. Yet another example can be found in Canada where a provincewide network encompasses
an area nearly equivalent to the size of Texas. In this province, hundreds of agencies enjoy cost savings through the use
of common infrastructure that provides coverage throughout the province, and they also benefit operationally from
provincewide interoperability while using a variety of different manufacturers’ radios and equipment that all comply with P25.
Multicounty regional P25. A recent example of beneficial cost savings due to infrastructure sharing occurred within a
P25 statewide system where adjacent counties each needed enhanced coverage for their simulcast cells that would each
become integrated with the statewide system. Due to the common technology and modular nature of P25, the two counties
and the state agreed to share the development of the site and the cost of a new tower and equipment shelter. The new site
provided needed coverage in two adjacent counties, as well as enabled a critical microwave link for the state’s backhaul
network. The arrangement resulted in improved performance for all three entities, with each saving hundreds of thousands
of dollars, creating a real win-win-win scenario.
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Competitive Equipment Purchases

One of the primary advantages of the P25 standard is the ability for a user agency to conduct a competitive procurement
for its specific user equipment. Currently, a total of 38 vendors provide products or services for P25 systems. Therefore,
every agency looking to join a regional P25 system can independently perform its own procurement and can choose the
radio subscriber and dispatch console equipment that best fits their needs and budget. This flexibility applies to P25 systems
independent of the manufacturer of the system infrastructure. The numerous options and flexibility of the P25 standard
eliminate the concern of agencies having to buy specific equipment that does not meet their needs or equipment budget.

Bulk Purchase Advantages

In addition to the infrastructure cost savings advantages, participants in multi-agency and regional systems also generally
enjoy cost-savings advantages on their subscriber radio purchases due to the ability to leverage greater quantities. Most
manufacturers are able to provide steeper discounts when higher quantities are purchased and when multiple agencies utilize
the same or similar radio lines, they benefit from this practice. In several situations, we have seen statewide or multiple
agency equipment purchases that provide substantial discounts for all who participate. Also, in many cases, these equipment
discounts are guaranteed for multiple years, which provides agencies the flexibility to plan their purchases and to replace or
upgrade their radios incrementally as their budgets permit.

Improved Geographic Coverage and Interoperability

In addition to the numerous cost benefits detailed in this article, many agencies also receive significant operational
benefits from shared P25 system use. Systems that used to be stand-alone are now directly linked to larger systems offering
regionwide and statewide radio coverage and roaming. The shared talkgroups used for shared system access now permit
superior mutual aid for multiple agencies in response to natural disasters and large planned events.
While most industry experts and public-safety radio users are familiar with the interoperability and multimanufacturer
benefits offered by the P25 standard, cost savings may not be the first benefit that comes to mind. As shown above, the cost
benefits are real and substantial when sharing P25 technology. In addition to cost savings, P25 offers improved public safety
through multiple agency interoperability and more effective personnel coordination.
Anyone interested in learning more about P25, its benefits, and the many ways in which it can be deployed, is encouraged
to visit www.project25.org to take advantage of the many resources available. The website is managed by the Project 25
Technology Interest Group (PTIG), which provides education and training and creates and distributes P25 information.
Would you like to comment on this story? Find our comments system below. n
Dominick Arcuri is a subject matter expert at Televate in Vienna Virginia. Televate is a public safety technology consulting
firm specializing in interoperable communications infrastructure, devices and software. Arcuri advises clients in areas related
to technical and regulatory aspects of wireless communications systems. His expertise includes two-way radio technology
and standards and public-safety broadband, among others, and has extensive experience in the application and deployment
of Project 25 (P25) system at all levels. He has been engaged in the management of consulting, engineering and product
development in communications and defense electronics over a 40-year career. Arcuri is a registered professional engineer
in several states, a certified project management professional (PMP) and an emergency number professional (ENP). He
holds a bachelor’s of science degree in electrical engineering from Rensselaer Polytechnic Institute, a master’s of Science
degree in electrical engineering from Syracuse University, and a master’s of business administration (MBA) degree from the
Fuqua School of Business at Duke University. Arcuri is a current member of the National Emergency Number Association
(NENA) next-generation (NG 9-1-1) public-safety answering point (PSAP) Systems Working Group and previously served on
the Association of Public-Safety Communications Officials (APCO) Project 43 technical committee and APCO Broadband
Committee, as well as several APCO P25 committees, including chairing the committee responsible for P25 Phase II TDMA
systems for several years.
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Use Cases
Opening the Door to P25
and Broadband PTT Interoperability

By Zetron
When Boxborough (Massachusetts) Police Department (PD) Chief Warren Ryder decided the time had come to update the
department’s communication technology, his first order of business was to obtain a new dispatch system. His wish list for
the new system included things that are vital to public safety operations, including interoperability across different radio
equipment, ongoing system health monitoring, ease of use and maintenance, and redundancy that ensures 24/7 operation.
The Zetron MAX Dispatch system Boxborough subsequently installed with the help of Zetron reseller All-Comm
Technologies has made virtually all of Ryder’s wishes for an effective, futureproof dispatch system come true.
Located 28 miles west of Boston, Boxborough has a small population across an area of just more than 10 square miles.
Despite being a stone’s throw from Boston, Boxborough has retained much of its rural, downhome character.
“It’s a lovely, historical community, green and mostly agricultural,” said Ryder. “There aren’t many places like it in the state.”
The Boxborough PD communications center is the town’s primary public safety answering point (PSAP) and dispatch
center. As such, they answer the town’s 9-1-1 calls and dispatch for the town’s police, fire, public works and regional animal
control. But, the communications system was no longer meeting the needs of the center.
“At 15 years old, it was based on old technology and wasn’t providing the reliable operation we need,” said Ryder,
explaining why he was looking to replace the center’s existing dispatch system.
The new equipment would have to be redundant, reliable and able to support interoperability across multiple agencies.
“If we have to block a road, get help from the fire department or control a crowd, we need to be able to call in other
departments and communities,” said Ryder. “The system would have to be able to help us do that.”
Other things on Ryder’s wish list included the ability to control the center’s doors, alarms and alerts, as well as the ability to
monitor and adjust the server room temperature, all from the console. They also needed the system to be able to support their
move to a digital Tait Communications Project 25 (P25) network infrastructure. The system would need to connect to the department’s existing analog infrastructure temporarily, then seamlessly migrate to the Tait system once it was up and running.
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Ryder conducted an exhaustive search of the latest and greatest dispatch systems on the market, ultimately concluding
that Zetron’s MAX Dispatch appeared to be the best ﬁt because it was capable of fulﬁlling all of his requirements at an
affordable price. So, Ryder contacted All-Comm Technologies, a local Zetron partner he’d never worked with before, but had
heard good things about.
The ﬁrst step of the project involved interviewing and observing the center’s dispatchers.
“I wanted to talk to and observe them to understand what they do and what they need,” said Delvis Javier, the All-Comm
Technologies technical supervisor who oversaw the project. He used this information to design a setup that would streamline
and automate many of the agency’s procedures.
All-Comm staged the system at its shop.
“We set up the consoles, built the rack and conﬁgured the screens based on the dispatchers’ input,” said Javier. “We also
tied in all of the radios so we could demo its interoperability.”
Another key feature All-Comm demonstrated during the staging and review was the system’s impressive network redundancy.
“MAX Dispatch includes a main network and a standby, redundant network,” Javier explained. “During the customer
review, we disconnected the main network to let them see for themselves how standby automatically takes over and keeps
things going as if nothing had happened. They really liked that feature.”
Once the system was ﬁnalized and approved, it was taken to the communications center and installed in parallel with the
center’s existing system. The installation was completed without a hitch. Dispatcher training was next, but it turned out to be
unnecessary.
“We’d scheduled training to acquaint the dispatchers with the system,” said Ryder. “But they said, ‘There’s no need; we’ve
already got it all ﬁgured out.’ The intuitive graphical user interface and console conﬁguration designed speciﬁcally for our
center and dispatchers made the system exceptionally fast and easy to learn.”
Not long after the dispatch system installation was complete and operational, the new Tait infrastructure was set up.
Javier said they made three redundant connections from the Zetron console to the Tait system.
“One is a P25 DFSI [Digital Fixed Station Interface] connection,” he said. “The second is a Tait analog line, and the third is
an RF control that uses a Kenwood control station over the air. This gives them alternate ways to connect to the network if
any of them should fail. One is in primary use; the others are just a click away.”
Boxborough’s MAX Dispatch system also includes numerous features that have simpliﬁed their operations. For instance,
dispatchers are now able to open doors from the console. They also receive visual/voice alerts whenever someone opens a
front or back door. Overall, many dispatching procedures are now more streamlined.
“Previously, they had to send out separate pages for ﬁre and police,” said Javier. “To cut time, we put a single button on
the screen, so dispatchers could send simultaneous pages to both ﬁre and police. This has shaved precious minutes off their
response—a big deal to an emergency communications center.”
Ryder has generous praise for Boxborough’s MAX Dispatch system and those who installed it.
“I love it,” he said. “I wouldn’t change a thing. It has all the interoperability, redundancy, system monitoring and integrated
console capabilities I was hoping for. Plus, after the initial install, we added a remote laptop position that we can operate
from anywhere. As far as maintenance goes, if anything comes up, I call Delvis, and he immediately dials in and walks me
through how to ﬁx it, ﬁxes it himself or sends someone out. All-Comm and Delvis are terriﬁc. When you’re working with people like that, these systems really come alive.”
What’s next for Boxborough? Quite a bit, according to Ryder.
“We’re looking at how we communicate over smartphones, even if we’re out of radio range,” he said. The MAX Dispatch
system supports broadband push to talk (PTT) through the P25 Console Subsystem Interface (CSSI). So, the system is
ﬂexible and scalable enough to meet the center’s dispatch needs before, during and after PTT integration.
The Zetron MAX Dispatch system installed for the Boxborough PD combines many operations onto the console,
improves interoperability with other agencies and can operate remotely over a laptop, all while supporting broadband PTT
functionality. n
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Use Cases
Statewide P25 Radio System
Keeps Colorado Firefighters
Connected During Historic Fire
By Justin Smith
Nearly a quarter century ago, Colorado started
down the path toward establishing statewide
public-safety radio interoperability through a state
and local partnership that has grown into the
Consolidated Communications Network of Colorado (CCNC).
The concept was initially discussed at a
state-sponsored forum in 1992, but at that point
it was merely conceptual thinking. By 1996, three
Denver metropolitan counties and the second
largest city in the state signed a memorandum of understanding to interconnect their current radio systems. Between 1997
and 1999, Jefferson and Douglas Counties, which border the west and southwestern portions of the Denver metro area,
installed an Association of Public Safety Communications Officials (APCO) 16 standard, combined digital trunked radio
system with eight tower sites and 3,000 users.
The state of Colorado joined the system between 1999 and 2000, upgrading the system to the Project 25 (P25) standard
and creating two separate zones to form what later became the Statewide Digital Trunked Radio System (DTRS). CCNC, the
managing authority of
the system, was incorporated in 2002, and the system has continued to improve and grow since then.

System Profile

Today, the DTRS managed by CCNC contains 239 radio sites, connected under five separate zone controllers. With
more than 1,000 member agencies and upwards of 100,000 subscriber units on the system, the system facilitates more
than 9 million transmissions a month. The system covers most of the geographic area of the state, which is an amazing
achievement given the magnificent Rocky Mountains that tower over the landscape from the southern to the northern border.
Colorado is home to 58 mountain peaks that exceed 14,000 feet.
Not only has the system allowed public-safety agencies to communicate from nearly any portion of the state, but the
system also includes separate mutual-aid channels, divided into regions that assure interoperability of responders across
the state.

The 2020 Wildfires

Larimer County sits along the Front Range Interstate 25 (I-25) corridor on its eastern boundary. The county extends to
the Continental Divide on its western boundary and is sandwiched between the Denver metropolitan area on its south border
and Cheyenne, Wyoming, on its northern border. Larimer County joined CCNC in 2005, instantly becoming interoperable in
voice communications with the two largest communities in the county: the cities of Fort Collins and Loveland.
With shared talkgroup access between first responder agencies and several locally established mutual-aid paths to
facilitate regional shared communications, agencies across Larimer County have grown to depend on the communications
made possible under the P25 standard.
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On August 13, 2020, the county tested the
limits of the system and enjoyed the beneﬁts of a
statewide P25 system when it organized its
response to the Cameron Peak Fire, a Rocky
Mountain wildﬁre that over the following three
months grew into Colorado’s largest single wildﬁre
on record.
While wildland ﬁre crews remain reliant on
more traditional repeated VHF radio systems, other
responders relied on the statewide DTRS to assure
consistent and reliable voice communications
across the more than 200,000-acre ﬁre.
Once the response grew beyond county-based
agencies, Larimer County requested and received
permission to secure a regional mutual-aid channel
(MAC) under the CCNC system. Having access to
that MAC assured that any ﬁrst responder agency
in the state that sent resources could immediately be in communications with local resources without having to issue cache
radios or reprogram radios brought by those ﬁrst responders.
That capability proved to be a game changer for coordination, as well as preserving life and property, throughout the ﬁre.
Assisting resources from around the state were advised of the communications plan prior to arrival and were able to
communicate with Larimer County agencies seamlessly.
The Colorado National Guard and federal law enforcement ofﬁcers brought in under the United States Forest Service
(USFS) were brought in to assist in law enforcement and security but were not in immediate communications with the other
resources. Thankfully, Larimer County has an in-house radio shop, staffed with three highly skilled technicians as well as a
local cache of retired, but serviceable, radios that were able to be assigned to the National Guard units and federal law
enforcement ofﬁcers assigned to the ﬁre.
In almost every major incident or natural disaster, after-action reports identify communications failures as a problem to
be addressed. While there certainly were some lessons learned during this event, the county had many more successes with
the use of the P25 system that blankets the state. n
Justin Smith is the sheriff for Larimer County, Colorado. Smith was elected as the 28th sheriff of the county and assumed
office in January 2011. He has been a member of the Larimer County Sheriff’s Office since 1991.
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Use Cases
Phoenix Network Provides Interoperability
Among Emergency Services
By Ron Parks
Across the Phoenix Metropolitan Region,
police, ﬁre, EMS and other municipal
services use a well-maintained and highly
reliable state-of-the-art Project 25 (P25)
trunked radio system. Formed in 2008, the
Phoenix area Regional Wireless Cooperative
(RWC) supports 19 member agencies, representing the majority of cities, towns and
ﬁre districts across the “Valley of the Sun.”
The cooperative provides governance,
quality infrastructure, economy of scale and
freely shares interoperability resources with
non-members.

Governance

The RWC is a cooperative body formed under intergovernmental agreements (IGA) with direction provided by a board of
directors made up of one representative from each member and overseen by an executive director and staff. While the city of
Phoenix serves as the administrative manager for administration, ﬁnancial management and stafﬁng, each member from the
smallest to the largest has an equal vote in the operations and governing of the cooperative. Membership categories include
full members, associate members such as contracted ambulance services, conditional participants that are not yet full
members and interoperability participants. Funding is provided through per-subscriber membership fees that are based on
the number of subscribers on the system, assessed on an annual basis.

Interoperability

The RWC has created multiple interoperability talkgroups in subscriber zones that are freely shared with both members
and non-members for interoperable purposes when working with RWC member agencies. These wide-area roaming
talkgroups are part of a standards-based regional plan that includes immediate tactical operations, as well as groups
reserved for planned in advance operations and events. These resources are shared with local, regional, state, federal and
tribal entities throughout central Arizona and are in use on a daily basis.
Resources include both unencrypted and encrypted talkgroups with interoperable encryption enabled by sharing of a
single common Advanced Encryption Standard (AES)-256 encryption key. All encryption is managed via over-the-air
rekeying (OTAR), either from a central server in Phoenix (primarily for members) with the key material also provided to any
area system with its own key management server and OTAR capabilities. Large-scale events such as the NFL Pro Bowl and
Super Bowl XLIX in 2015, and the NCAA Final Four in 2017 to daily short-term tactical incidents have proven the capabilities
of both the RWC as well as the regional interoperability processes.

The PSAP Intercommunications System

One of the most valuable interoperable resources in the Phoenix region is the PSAP Intercommunications System, often
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referred to as the “PSAP Channel” which links all dispatch centers across the region (both members and non-members) in a
“party line” fashion. The public-safety answering point (PSAP) talkgroup is only allowed in dispatch centers, never in mobile
or portable subscribers and is utilized on a daily basis to request outside agency resources while also coordinating
interagency communication and cooperation.

Technical Details

The RWC system is a 700 MHz Phase I/FDMA frequency division multiple access (FDMA) system that is in the process of
migrating to Phase II/time division multiple access (TDMA).
With system coverage of more than 8,000 square miles and more than 4.5 million citizens (3 million within the actual
member jurisdictions), the system encompasses 15 cities and towns, four ﬁre districts and a community college district, and
supports 43 interoperable partners.
The Motorola Solutions Astro 25 infrastructure supports primarily Motorola subscribers and consoles in more than 20
dispatch centers but also allows competitive vendors on the system, especially popular in general government applications.
The system infrastructure consists of 53 tower sites, 7 simulcast cells, 975 simulcast channels and more than 200 dispatch
consoles.
Currently there are 20,000 subscribers generating more than 73,000 calls per day with an average system availability
(lack of busies) of 99.95%, with an additional 20,000 subscribers used by the interoperability participants. In 2018, there
were over 28 million calls with only 131 busies, most of which went through on the second push to talk (PTT).

Summary

The Phoenix area RWC system is a robust, well-maintained and highly reliable resource for day-to-day mission-critical life
safety communications. The sharing of interoperability resources, supported by the Phoenix Urban Area Security Initiative
(UASI) as a cooperative effort across all public-safety entities in the region, continues to play a vital role in interagency
cooperation. One of the key elements of success across the Phoenix Region is the good relationships that are enjoyed across
agencies both members and non-members. While the RWC system embraces state of the art technology, excellent
operational and maintenance capabilities, excellent coverage for both local jurisdiction and wide area operations, its most
valued resource is this ability to come to the table and work together. n
Ron Parks is a radio communications analyst for the Chandler Police Department.
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Use Cases
P25 Helps Secure
G20 Summit in Australia
The Government Wireless Network (GWN) provides
public-safety agencies with a fully integrated, secure
digital radio communications network for missioncritical voice, radio and data communications across
the greater Brisbane and South East Queensland
region in Queensland, Australia.
Operating in the 400 MHz harmonized government
spectrum, speciﬁcally the 420 – 430 MHz frequency
band (band 5), the network brings agencies onto the
same radio communications platform to assist in
improving the efﬁciency and effectiveness of frontline
operations.
Queensland adopted Project 25 (P25) Phase 2
technology for the GWN. Using P25 Phase 2
technology, the network provides the highest levels of radio communications availability, reliability, security and clarity via a
fully fault-tolerant architecture.
The Queensland government, Telstra and Motorola Solutions Australia formed a successful partnership to design and
deliver a secure, fully integrated government radio communications network.
Full implementation of the GWN and operational transition of Queensland’s police, ﬁre and ambulance services was
completed in June 2016. The network now services more than 17,500 frontline police and emergency services personnel in
South East Queensland.

Delivery

The Queensland Department of Science, Information Technology and Innovation delivered the GWN in partnership with
Queensland Police Service, Queensland Fire and Emergency Services and Queensland Ambulance Service to ensure the
solution met operational requirements and fully integrated with other dispatch systems.
Telstra, with public-safety strategic solutions supplier Motorola Solutions Australia, was responsible for the design, build,
ﬁnancing, operation and maintenance of the GWN under a 15-year managed service agreement with the Queensland
government.
Mingara Australasia was the Queensland government’s technical advisor for the GWN, and its extensive experience in
specifying, planning and delivering similar radio communications networks in other Australian and international jurisdictions
were a major contributor to the success of the GWN.
With a total contract value of $AU515 million, the GWN is one of the largest public sector information communications
technology (ICT) as-a-service arrangements delivered in Australia.

GWN for the G20

The Brisbane G20 Leaders’ Summit held in November 2014 was the largest peacetime security operation ever held in
Australia. The network played a vital role in the G20 by maximizing public-safety agency response capability and providing
secure and interoperable mobile radio communications.
The GWN set a new Australian benchmark in interagency interoperability, encryption and frontline ofﬁcer safety. About
9,750 Queensland police, ﬁre and ambulance personnel and 500 national and international security specialists relied on the
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GWN wireless capability to ensure the safety of 20 world leaders, 43 international diplomats, 4,000 delegates and 3,000
domestic and international media, as well as the general public and issue-motivated protest groups.

South East Queensland Implementation

The South East Queensland implementation of the GWN is the largest single deployment of Project 25 Phase 2 technology
in the world, with 179 radio base station sites built and commissioned.
The GWN provides 99% coverage of the South East Queensland population across an area of 30,000 square kilometers
stretching from Tweed Heads in the south, Oakey in the west and Gympie in the north. The extensive coverage of the GWN
provides public-safety agencies with vastly improved radio communications reach into the community.
The GWN was delivered in stages with full implementation of the network completed in June 2016. A staged approach
means implementation is more manageable for public-safety agencies, particularly from a training and organizational change
perspective.
A close and productive relationship between the Queensland government, Telstra and Motorola, and public-safety agencies allowed for the seamless ﬂow of deliverables and interdependencies. As a result, operational transition to the GWN in
stages 1 and 2 was a resounding success.
For a project of this size, scale, complexity and importance, highly effective planning, good operational readiness and an
integrated approach have been key factors of its success.

ISSI/CSSI Interface

The GWN is equipped and licensed with a range of P25 features and functionality. However, two key features have been
provided to facilitate interconnection to external P25 systems and consoles. These are the Inter-RF Subsystem Interface
(ISSI) and Console Subsystem Interface (CSSI). As the CSSI feature set is predominantly a subset of the ISSI, GWN testing
of the ISSI interface was also seen as satisfying the CSSI testing requirement.
The GWN is provided with an off-line facility or ‘sand pit’ that fully replicates the production system, and thus nondisruptive ISSI interface testing with third-party P25 systems was able to be tested. This testing was successful; however,
the process proved invaluable as it highlighted a large range of network conﬁguration settings, terminal ID requirements and
P25 feature sets that need to be known and set up correctly before ISSI links can be permitted between two or more P25
production networks. These lessons learned are invaluable and can be used to assist mitigating any connectivity risks into
the future.

Network Scalability

The network and contract was designed to be scalable to allow for the expansion of GWN coverage and capacity to other
locations in Queensland and to other users. There is potential to expand the GWN to allow other government agencies, such
as the State Emergency Service and local government to use it. However, at this stage, the government has only committed
to deliver the network for Queensland’s public-safety agencies operating in South East Queensland. n
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LMR to LTE Interworking
An Update on the JLMRLTE
Interworking Standards Work
By Andy Davis
The Telecommunications Industry
Association (TIA) and the Alliance for
Telecommunications Industry Solutions
(ATIS) began work on standards for the
interworking of mission-critical LTE and
LMR services in 2012, with a project
committee known as JLMRLTE.
This work included TETRA, Project
25 (P25) conventional and trunking, and
TIA-603-based conventional analog FM
service. After a hiatus to allow Third
Generation Partnership Project (3GPP)
mission-critical standards to progress,
the JLMRLTE work resumed in
December 2017 with the primary
participants being 3GPP member
representatives, TIA member
representatives, the First Responder
Network Authority (FirstNet) and
FirstNet partner AT&T.
The current issue statement for the
work proposes that the ATIS Wireless
Technologies and Systems Committee
(WTSC) initiate work with TIA TR-8
(TR-8.8 subcommittee) to develop joint
ATIS/TIA speciﬁcations, with ATIS as
the lead standards development
organization (SDO).
The current work item is titled the “Study of Interworking between P25 LMR and 3GPP (MCPTT) Mission Critical
Services.” This document contains scenarios and considerations for the use of a 3GPP Release 15 interworking function
(IWF) to enable interoperability of services between a mission-critical 3GPP system and a TIA-based LMR system. For the
purposes of the document, there are three distinct TIA-based LMR systems that are being examined: P25 trunking, P25
conventional and TIA-603 analog conventional FM.
The document is intended to describe how the 3GPP interworking function may be used to enable interoperability of
those services that are common between 3GPP mission-critical systems and each of the three TIA-based LMR systems
mentioned above. Interoperability of services between mission-critical 3GPP systems and TETRA-based LMR systems are
outside the scope of this document.
3GPP Release 15 and 16 documents deﬁne the interconnection of mission-critical 3GPP LTE systems and the
interworking between LTE and non-LTE systems. The 3GPP Interworking architecture deﬁnes an interworking functional
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entity (IWF). This IWF adapts LMR systems to LTE mission-critical systems via the 3GPP IWF interfaces and supports
interworking between LMR systems and mission-critical LTE systems. From the 3GPP side, the IWF acts as another
mission-critical system, and from the LMR side, the IWF acts as another LMR system. The IWF is the functional entity
responsible for conversion of media, identities and control signaling between LTE and LMR technologies to enable
interoperable services.
The JLMRLTE document is focused on describing how common services (features) may interwork (interoperate). The
document does not prescribe a particular LMR interface to the IWF although the P25 Inter-RF Subsystem Interface (ISSI)
and Digital Fixed Station Interface (DFSI) have been chosen by TIA. The document also does not prescribe speciﬁc 3GPP or
TIA messages to or from the IWF and does not prescribe speciﬁc TIA devices that may interface with the IWF.
The document also indicates the high level identiﬁcation of message translations that is needed for interworking and the
high level identiﬁcation of media translations that is needed for interworking. The document also identiﬁes issues for future
study (FFS) that must be resolved.
The publication date by ATIS of the working document has not yet been determined. Standards work in 3GPP or TIA may
be necessary to enable implementation of mission-critical 3GPP LTE and TIA LMR service interworking deﬁned by the
JLMRLTE documentation.
The ﬁrst phase of ATIS JLMRLTE occurred in July 2019. Services tackled in this phase included registration, afﬁliation,
group call (clear and encrypted), emergency group call, announcement group call, broadcast group call and manual key
management. That work focused on LMR P25 trunking and conventional systems, and produced sections 5 (Architectural
considerations and assumptions) and 9 (Features and scenarios) of the document. The ATIS JLMRLTE provided a version of
the study document to TIA. This enabled TIA to begin work on addendums to the trunking ISSI standard that describe
interfacing a trunking RF subsystem (RFSS) with an IWF.
The second phase of ATIS JLMRLTE was completed in March 2020 and focused on multiple audio sources, LMR console
takeovers, and emergency alarm and cancel. The ATIS JLMRLTE provided TIA with an updated version of the study document
to enable additional work addendums to the trunking ISSI standards. The third phase of ATIS JLMRLTE then began.
Third phase work on the architecture of interworking of trunking individual call and group emergency cancel continued in
the ATIS JLMRLTE and another version of the study document was provided to TIA in August 2020. In December 2020, the
ATIS JLMRLTE completed the third phase of its work and provided additional documentation to TIA.
On April 14, the TIA Technology and Standards Secretariat published the following documents:
n TIA-102.BACA-B-3 “ISSI Messages and Procedures for Voice Services, Mobility Management, and RFSS Capability
Polling Services – Addendum 3 – Interworking with an IWF”
n TIA-102.BACD-B-3 “ISSI Messages and Procedures for Supplementary Data – Addendum 3 – Interworking with
an IWF”
These documents describe use of the trunking ISSI for connection to an IWF for the purpose of enabling the
interoperability of a set of standard trunking services (features) common to the 3GPP MCPTT standards and the P25
trunking standards.
Work continues in TIA to maintain and update the P25 standard services, while work continues in 3GPP to maintain and
update the 3GPP LTE standard services. The rollout of 3GPP LTE services is in progress and is expected to continue to
progress in the coming years. There will likely be an extended period of time where both technologies exist in the market.
This period of co-existing technologies creates a need for interworking of these technologies during the period of co-existence.
Interworking technology is also a beneﬁcial enabler for migration from P25 technology to 3GPP LTE technology.
The joint ATIS/TIA working group continues to expand content of the study document that provides an architecture level
description of how common 3GPP/TIA standard services may interoperate.
The JLMRLTE working group provided multiple liaison versions of the study document to TIA in 2020 to enable TIA to
add IWF Interoperability to published TIA standards, such as the ISSI. Submission of multiple liaison versions of the study
document to TIA in 2021 may also occur.
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The 2021 work on the JLMRLTE study is considered the fourth phase. That work is expected to include cleanup of
material on common P25 trunking standard services, consideration of common P25 conventional standard services,
consideration of common analog FM standard services, consideration of IWF trans-encryption and consideration of
additional key management methods. n
Andy Davis manages Motorola Solutions activities associated with Project 25 (P25) standards and Telecommunications
Industry Association (TIA)-TR8 associated work. Davis received his bachelor’s of science in electrical engineering (BSEE)
from Iowa State University in 1982 and has worked for Motorola Solutions for 37 years. During this time, Davis has held a
wide variety of responsibilities associated with public-safety LMR systems. This includes both technical and managerial
positions for system engineering, system testing, product development, customer support, sales support and training.
Davis has served as the chair of the TIA TR-8 Mobile and Personal Private Radio Engineering Committee since October 2014.
To date, this TIA engineering committee has produced and maintains all documents found in the P25 suite of standards.
Davis is also currently the chair of the TIA TR-8.8 Broadband Data Systems Engineering Subcommittee and acting chair of
the TIA TR-8.1 Equipment Measurement Procedures Engineering Subcommittee.
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LMR to LTE Interworking
A Case for
Standards-Compliant Interworking
By Jack Kelly
FirstNet, the first high-speed, nationwide wireless broadband network dedicated to public safety, promises improved
capabilities for first responders. Under development through a partnership between the federal government and AT&T, it
plans to offer the larger coverage footprint and increased data-carrying capacity of LTE, which greatly exceeds that of current
land mobile radio (LMR) systems.
With FirstNet comes the need for mission-critical push-to-talk (MCPTT) over LTE cellular networks. The migration from
LMR to LTE will be gradual, however, necessitating push-to-talk (PTT) voice communications between the two systems for
the foreseeable future. This type of interoperability between LMR and LTE networks, called “interworking,” requires new
technologies to facilitate communications during emergency operations.
Critical for first responders is that standards-compliant interfaces on both the LMR and LTE sides be used to establish
interworking. Protocols for LTE and other mobile telecommunications are developed by an international group of standards
organizations under the umbrella of the Third Generation Partnership Project (3GPP). For public-safety LMR, the relevant
standards interfaces for North America are within Project 25 (P25).
Products that offer PTT over cellular (PoC) technologies have been available to first responders for some time. As
proprietary systems, these pre-MCPTT solutions are neither mission-critical nor generally compatible with each other and
the universal interoperability FirstNet promises. Despite their limitations, these products demonstrate that LTE and other
broadband networks, including Wi-Fi and 5G, can provide advantages over LMR systems.
This paper describes why interworking between LMR and LTE networks must be based on evolving standards developed
for this purpose. It proposes a standards-compliant interworking solution to support users if they migrate their current LMR
systems to FirstNet and other LTE networks. Catalyst Communications Technologies created its solution, Intellilink, through
research and development (R&D) funded through the U.S. Department of Homeland Security (DHS) Science and Technology
Directorate (S&T).

The Problem with Proprietary Solutions

With any LTE-based solution targeted to the first responder community, existing LMR subscribers and users of new PTT
solutions on LTE networks, such as FirstNet, must be able to communicate among each other effectively. This is vital both
during the transition and for decades ahead because some agencies may never move to LTE.
After the FirstNet contract was awarded to AT&T in 2017, carriers with PoC technologies began to expand their products
and marketing efforts towards the public-safety sector. Some offer “enhanced” PTT (EPTT), most often using technology
from Kodiak Networks. Others offer PTT solutions referred to as over the top (OTT), a technology that, unlike EPTT, operates
as a layer over the general mobile phone provider network, allowing communications between different carriers.
The primary issue with these products, which were not designed from the ground up as mission-critical voice
communications, is that EPTT solutions are not interoperable between different carrier networks or with OTT solutions. Both
require that all users employ the same vendor’s application. For example, a Harris BeOn PTT system can neither directly
communicate with a Motorola Wave PTT system nor communicate with an ESChat OTT system.
Other issues with proprietary PoC products include the following:
n Lack of situational awareness tools. Most current products do not allow for integration with critical complementary
tools critical for first responders, such as video and alarms from sensors that detect gas, flood water levels, motion, etc. Manufacturers of these tools would likely integrate with a single standards-based solution, but not with multiple proprietary ones.
n Lack of meta data. The rudimentary interface of some proposed LTE PTT networks merely passes the voice as
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baseband analog audio, which lacks critical metadata currently available with LMR networks. Such data include subscriber
and group identification, emergency status, subscriber location and other crucial attributes of the caller.
n Inter RF subsystem interface (ISSI) use required. Some products require use of the P25 ISSI standard to interact
with LMR systems. While this interface overcomes many of the shortcomings cited above and provides additional high-level
features, only a handful of products have implemented the ISSI interface. Of those with ISSI, licensing can limit allowed
capacity.
n Cost. Without products and components that can directly interoperate with other manufacturers, these products are
not incentivized through competition to drive down costs.
Because of these issues, the international mobile communications standards community in 2018 designated MCPTT
features and capabilities as a defined project for the 3GPP committees responsible for defining LTE and other mobile
communications standards. In addition to 3GPP, U.S. organizations including the Telecommunications Industry Association
(TIA), the National Institute of Standards and Technology (NIST), the National Public Safety Telecommunications Council
(NPSTC), the Alliance for Telecommunications Industry Standards (ATIS) and others began investigating a standardscompliant solution to interworking.
Aware of the limitations of current products, DHS S&T solicited proposals from vendors to research a standards-compliant
interworking solution. Catalyst Communications Technologies, an industry leader in radio interface technology, was one of
two vendors selected for this research. A companion white paper published in August 2019 from Catalyst, available at
https://www.catcomtec.com/download-interworking-white-paper/, provides details of the research. The entire research
report is available by contacting Catalyst at info@Catcomtec.com.

Standards-Compliant Interworking – Practical Applications

Consider a situation that requires mutual-aid or other cross-organizational communications. When first responders
from both organizations have standards-compliant MCPTT LTE devices, any emergency personnel can be added to the
conversation and benefit from mission-critical communications with peers. Contrast that scenario with one in which the
initial group of responders use standards-compliant devices while the other has non-standard PoC devices. The latter cannot
be added to the conversation, potentially adding confusion and chaos to an already tense situation. If both groups use
non-standard devices, the two can communicate only if they have the same proprietary PoC product. Interworking between
standards-compliant MCPTT PoC users and first responders equipped with LMR portable radios is also easier.
With a standards-compliant MCPTT solution, each department can increase efficiency by choosing the tools that best
meet its operational needs. Moving some workers off the LMR system reduces loading on that system, eliminating
bottlenecks during critical events, and providing bandwidth for data applications to LMR devices.

FirstNet and Standards-Compliant Interworking

In contrast to the conditions under which current carrier-based PoC and OTT products were developed, AT&T is
contractually obligated to provide standards-compliant interworking solutions between LMR and LTE networks. AT&T’s
initial road map of FirstNet focused on LTE’s data transport capabilities, which support applications not feasible or highly
constrained on LMR, such as video, data, location, presence and others.
The immediate feedback from first responders, however, was that voice communications were a higher priority. With that
response, it became clear that interoperability between existing LMR users and new users on the FirstNet LTE network would
be required. The U.S. Department of Commerce (DOC), which oversees the FirstNet contract through the FirstNet Authority,
has identified interworking as a key essential capability for the voice communications domain of the roadmap.

Catalyst’s Research

DHS S&T asked Catalyst to determine whether existing standard interfaces would be sufficient for public-safety
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interworking needs as documented in the NPSTC 2018 report titled “Public Safety Land Mobile Radio (LMR) Interoperability
with LTE Mission Critical Push to Talk.” Because the P25 RF Inter Subsystem Interface (ISSI) appeared to be a strong
candidate for LMR-to-LTE communications, Catalyst examined P25, along with four other radio systems used by ﬁrst
responders, analyzing the conformance of each to the 46 interworking requirements contained in NPSTC’s 2018 report.
In addition to conﬁrming that a standards-compliant interworking solution was possible, Catalyst found that the type of
radio system (P25 vs. Digital Mobile Radio (DMR) vs. legacy trunked vs. analog, etc.) and the interface of that system
dramatically impacted conformance. The diagram below illustrates the level of conformance for each system. Basic
functionality includes group calls, emergency, user ID, the resolution of different audio codecs, late entry to a
communication, and console support. Advanced functionality includes private calls, text messages, pre-emption and
location. Catalyst found the highest level of conformance to public safety’s requirements as documented in the NPSTC
report. in the Phase 2 P25 ISSI implementation.

Catalyst concluded that alternatives to the P25 ISSI interface were needed, since not every ﬁrst responder organization
was P25, and the ISSI interface was expensive. The company identiﬁed alternative standards-compliant interfaces in the P25
Common Air Interface (CAI) and Digital Fixed Station Interface (DFSI), as well as DMR’s Application Interface Speciﬁcation
(AIS) and Electronics Industry Association (EIA) Tone Control.
On the MCPTT side, Catalyst identiﬁed an alternative standards-compliant interworking solution that uses the MCX client
interface to deliver basic functionality between the two network systems sufﬁcient for mission-critical ﬁrst responder use.
Catalyst was awarded a second contract from DHS S&T to develop an interworking prototype based on this model.

The Catalyst Solution

Catalyst developed a product architecture and design that offers standards-compliant interworking between both MCPTT
on broadband networks with P25 LMR networks and the vast majority of other public-safety radio networks that are not P25.
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LMR to LTE Interworking
Using the LTE client interface, interworking with a variety of LMR systems is possible. As our early research found,
public-safety-grade interworking is highly effective for radio systems with some level of digital protocol control. Even
conventional analog channels can be interworked with MCPTT, although the features will be severely limited.
Catalyst’s IntelliLink interworking solution enables standards-compliant interworking for many radio interfaces, not just
P25 ISSI. These include the P25 DFSI and CAI, DMR AIS, analog, and the proprietary interfaces of L3Harris EDACS and
Kenwood’s radio systems, including Nexedge, Logic Trunked Radio (LTR) and Fleetsync.

The Case for Standards-Compliant Interworking

Non-standard interworking solutions do not serve public-safety organizations or the country. Government organizations
need technology that is well understood and universally implemented, not unpublished, enigmatic approaches.
Until now, an acceptable standards-compliant interworking solution for LMR LTE public-safety communications has not
existed. Available proprietary PoC solutions have demonstrated the use of LTE and other broadband-based networks for first
responders. However, they are not capable of interworking with LMR systems at the level emergency situations demand.
They are generally incompatible with one another and often lack the meta data available on current LMR networks.
In contrast, MCPTT on public-safety-grade networks such as FirstNet are provisioned on networks that usually provide
the reliability and robustness of current first responder LMR networks. MCPTT provides meta data to subscribers and
dispatchers consistent with advanced capabilities, including unit ID, alias and emergency indication, and can enhance these
capabilities with new features, including location, presence, video, data and others yet to-be developed. MCPTT is now a
3GPTT standard, and interworking between LMR and LTE networks is a necessity for mission-critical communications that
align with the goals of FirstNet and other LTE networks. n
Jack Kelly, vice president of marketing at Catalyst, has more than 30 years of executive sales and marketing leadership
with public, private and venture backed technology companies. Jack’s association with Catalyst began in 1997.
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Sponsors
The following sponsors have made it possible for you to download Advances in P25: Standards |
Interoperability | Security FREE of charge. They provide products and services that can help you
achieve your communications goals. We encourage you to click on their links to contact them directly
for more information.

Astronics Test Systems provides test solutions for mission-critical industries where failure of
electronic systems is not an option. We provide test solutions for land mobile and tactical radio
communications, mass transit, military and aerospace electronics and many other market
segments. The company’s FREEDOM-branded communications system analyzers are the
industry-leading instruments for the maintenance and repair of LMR radios and infrastructure.
The FREEDOM product family includes the flagship R8000 and R8100 test sets, which have
become the standard for the LMR industry. It also includes the R8600 Radio Test Hub for
manufacturing applications, and our new R8200 – the first LMR service monitor to include a
Vector Network Analyzer (VNA) for diagnosing RF network issues. With the revolutionary R8200,
technicians no longer need to carry both a service monitor and separate VNA, saving money and
valuable space on the bench or in the van. https://freedomcte.com/wp-content/uploads/2020/07/
ATS-FREEDOM-R8200-DataSheet.pdf

Catalyst is a leading provider of communications solutions to the first responder community.
For more than twenty years, Catalyst has provided dispatch, interoperability and incident
command solutions to support mission-critical operations. Recently, Catalyst was awarded a
grant from the Department of Homeland Security to research and develop a standards-compliant
Interworking solution to enable communications between land mobile radio subscriber devices,
including P25, and new mission critical push to talk (MCPTT) applications on smartphones using
LTE Networks, including FirstNet™, Push-to-Talk Responder, and other emerging LTE broadband
networks offered to first responders. That solution, IntelliLink™ Interworking, is now available
from Catalyst. https://www.catcomtec.com/
Comba Telecom, Inc., based in Milpitas, California, is a leading supplier of RF communications
solutions and equipment to the wireless industry. With R&D innovating in the heart of Silicon
Valley and a manufacturing base in Asia, Comba Telecom manufactures cutting edge technologies
and cost-effective solutions for OEM, integration, and operator partners. For more information,
please visit: https://www.combausa.com

EF Johnson Technologies, Inc. is an independent subsidiary of JVCKENWOOD Corporation.
Headquartered in Irving, Texas, EFJohnson focuses on innovating, developing and marketing
the highest quality secure communications solutions to organizations whose mission is to
protect and save lives. The company’s customers include first responders in public safety and
public service, the federal government and industrial organizations. The company’s products
are marketed under the EFJohnson and Kenwood brands. For more information, visit
www.efjohnson.com
JVCKENWOOD is a global manufacturer specializing in Automotive and Professional System
Solutions. It was reborn as one company in October 2011 through the merger of Victor Company
of Japan, Limited (JVC) and Kenwood Corporation (Kenwood) three years after management
integration. JVCKENWOOD operates four business segments, Car Electronics, Professional
Systems, Optical & Audio, and Entertainment Software with image, sound, and radio
technologies, as well as infotainment and visual software. JVCKENWOOD creates excitement
and peace of mind, while aiming to achieve profitable growth and become a business group
that is widely trusted by society. For more information, visit http://www.jvckenwood.com/en.
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Etherstack is the world’s leading independent provider of wireless communications software,
digital network migration products and cryptographic solutions for defense and commercial
clients. Established in 1995 and with offices around the globe, Etherstack offers a complete suite
of fixed and tactical P25 network solutions covering terrestrial, satellite and cellular systems
interfacing. Etherstack is active in the Project 25 Technology Interest Group and regular
contributor to the TIA-102 P25 suite of standards. Clients in public safety, defense, utilities/
resources and cellular industries use Etherstack wireless communication intellectual property
(DMR, LTE, SDR Waveforms, TETRA, P25) in many of the world’s largest and highest profile
mission-critical systems and solutions. To see how Etherstack can help with your digital
communications needs, visit us at www.etherstack.com
Microlab, a Wireless Telecom Group Company, headquartered in Parsippany, New Jersey, is a
leader in low-loss, guaranteed PIM, and custom RF and microwave components, enabling signal
distribution and deployment of in-building DAS, wide area, and small cell networks. Highperformance components include combiners, directional couplers, tappers, attenuators,
terminations, and filters through 6 GHz. The SMART Passives System with embedded IoT
technology is a leading-edge public safety DAS monitoring and test and measurement platform
replacing typical tappers and couplers. GPS timing and synmil-aero, and medical devices are also
supported. https://microlabtech.com/
The Project 25 Technology Interest Group (PTIG) is a group of individuals and organizations who
share the mutual interest of advancing the refinement, development, deployment, and applications
of the digital communications technology represented by Project 25 industry standards. PTIG
members include two-way radio communications experts, public safety professionals, and equipment
manufacturers. Our members recognize the need for, and have a direct stake in, the continued
development of the critical communications capabilities represented in the P25 standards.
For Additional Information contact: http://www.project25.org/

STI-CO specializes in designing and manufacturing antenna systems to mission-critical customer
specifications. Our custom, high performance antenna systems combine over 50 years of
expertise with the latest in technology. STI-CO's antenna systems keep teams safe and securely
connected. They proudly serve users in law enforcement, military, homeland security, heavy
freight, passenger rail and transportation markets. https://sti-co.com/
Valid8 helps the world’s networks work by providing the best methods to simulate and test
network equipment and communication protocols. With 19 years of proven results, Valid8 believes
that testing tools should start with a flexible and affordable base with the ability to customize
solutions to needs. Clients should only pay for what they need. Valid8 is dedicated to customer
success with a comprehensive support program providing direct access to engineers to assist
with training, integration and problem-solving. Over 90% of customer feedback points to Valid8’s
flexibility and service as the reason they have chosen to partner with the company. Valid8 has
succeeded in giving clients a refreshing change from the testing status quo. Learn more at
www.valid8.com
VIAVI Solutions is a global leader in both network and service enablement and optical security
performance products and solutions. Our technologies contribute to the success of a wide range
of customers – from the world’s largest mobile operators and governmental entities to enterprise
network and application providers to contractors laying the fiber and building the towers that keep
us connected. www.viavisolutions.com
Zetron, a Codan Company, is a trusted provider of mission-critical communications systems
worldwide, it’s ALL we do. With a comprehensive portfolio of technology solutions, including
integrated next generation call taking, dispatch, CAD, mapping, fire station alerting, logging/
reporting, LMR communications and more, Zetron is relied on by customers in federal/state/
local government, public safety, transportation, utilities, healthcare and other markets on all
seven continents of the world. Zetron’s relentless pursuit of quality, durability and interoperability
has made it one of the most enduring and consistently trusted brands in mission-critical
communications for decades. Our solutions are backed by world class technical support,
training, project management and professional services, as well as a global network of highly
capable partners and system integrators dedicated to exceeding the unique needs of Zetron
customers. For more information, visit: www.zetron.com.
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